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Executive Summary

On September 7, 2017, Equifax announced a cybersecurity incident affecting 143 million
consumers. This number eventually grew to 148 midiorarly half the U.S. population and 56
percent of American adults. This staff report explains the circumstanties ofberattack
against Equifax, one of the largest consumer reporting agencies (CRA) in the world.

Equifax is one of several large CRAs in the United States. CRAs gather consumer data,
analyze it to create credit scores and detailed reports, andethregeports to third parties.
Consumers do not voluntarily provide information to CRAS, nor do they have the ability to opt
out of this information collection process. Though CRAs provide a service in facilitating
information sharing for financial traactions, they do so by amassing large amounts of sensitive
personal data a highvalue target for cyber criminalConsequently, CRAs have a heightened
responsibility to protect consumer data by providing-brestass data security.

In 2005, formelEquifax Chief Executive OfficegfCEO)Richard Smith embarked on an
aggressive growth strategy, leading to the acquisition of multiple companies, information
technology (1 T) systems, and data. While the
botom | ine and stock price, this growth brought
and expanded data security risks. In August 2017, three weeks before Equifax publicly
announced the breach, Smith boast dheantognuof f ax w
data held in the Library of Congress every day.

Equifax, however, failed to implement an adequate security program to protect this
sensitive data. As a result, Equifax allowed one of the ladg¢stbreaches in U.S. histo8uch
a breactwas entirely preventable.

On March 72017,acritical vulnerability in the Apache Struts software was publicly
disclosed. Equifax used Apache Struts toceartainapplications orlegacyoperating systems.
The following day, the Department of Homeland @&y alerted Equifax to this critical
vul nerability. Equifaxods Global Threat and Vu
this alert to over 400 people on March 9, instructing anyone who had Apache Struts running on
their system to apply the necesspatch within 48 hours. The Equifax GTVM team also held a
March 16 meeting about this vulnerability.

Equifax, however, did not fully patdts systems Equi f axés Automated C
Interview System (ACIS)a custombuilt internetfacingconsumedispue portal developed in

1 After the Breach: The Monetization and lllicit Use of Stolen Data: Hearing Before the Subcomm. on Terrorism &
lllicit Finance of the H. Comm. on Financi8ervs, 115th Cong. (2018) (testimony of Lillian Ablon, RAND
Corporation);see alsql.P.MoRGAN, CYBERCRIME: THISISWAR 1 (2013),
https://www.jpmorgan.com/tss/General/Cybercrime_This_Is_War/1320514323773

( Due to its potentially high value and its usddailitating fraud through additional channels, Pll has become a
valuable commodity in the world of cybercrime. 0).

2 Richard Smith, Chief Exec. Officer, Equifax, Address to the Terry College of Business at the University of
Georgia (Aug. 17, 2017https//www.youtube.com/watch?v=IZzqUn@gs.
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the 1970swas running a version of Apache Struts containing the vulneraliibiyifax did not
patch theApache Strutsoftwarelocated withinACIS, leaving its systems and data exposed

On May 13, 2017, attackers began a cyberhtten Equifax. The attack lasted for 76
days. The attacker s -lbobsedIpagkdodr) tdoltaim rensote eontiolsover ( a
Equi f ax 0 $heyioendavfite cdatainingunencrypted credentials (usernames and
passwords), enabling the attackieraccess sensitivtdataoutside of the ACIS environment. The
attackers were able to use these credentials to access 48 unrelated databases.

Attackers sent 9,000 queries on these 48 databases, successfully locating unencrypted
personally identifiable iformation (PII) data 265 times. The attackers transferred this data out of
the Equifax environment, unbeknownst to Equifaguifax did not see the data exfiltration
because the device used to monitor ACIS network traffic had been inactive for 19 mentbs du
an expired security certificat®n July 292017,Equifax updated the expired certificate and
immediately noticed suspicious web traffic.

After updating the security certificate, Equifax employees identified suspicious traffic
from an IP addresgiginating in China. The suspicious traffic exiting the ACIS application
potentially contained image files related to consumer credit investigaiqgngax discovered it
was under active attack amdmediatelylaunched an incident response effort.

On Juy 30, Equifax identified several ACIS code vulnerabilities. Equifax noticed
additional suspicious traffic from a second IP address owned by a German ISP, but leased to a
Chinese provider. These red flags caused Equifax to shut down the ACIS web portal for
emergency maintenancEhe cyberattack concluded when ACIS was taken offline.

On July 31, Chief Information Offic€€10) David Webb informed Richard Smith of the
cyber incident. Equifax suspected the attackers exploited the Apache Struts vulnehaitidy
the data breach. On August 2, Equifax engaged the cybersecurity firm Mandiant to conduct an
extensive forensic investigation. Equifax also contacted outside counsel and the Federal Bureau
of Investigation to alert them to the cyber incident.

By late August 2017, Mandiant confirmed attackers accessed a significant volume of
consumePIl. Equifax launched an effort to prepare for public notice of the breach. As part of
this effort Equifax created a website for individuals to find out whethey there affected by
the data breach and, if so, to register for credit monitoring and identity theft services. Equifax
also began efforts to stand up a call center capability staffed by 1,500 temporary emg@ayees.
September 4, Equifax and Mandiant contgxdiea list of 143 million consumers affected by the
data breach, a number that would later grow to 148 million.

When Equifax informed the public of the breashSeptember,Zhe company was
unprepared to suppdtie large number of affectednsumes. Thededicated breaclebsite and
call centers were immediately overwhelmed, and consumers were not able to obtain timely
information about whether they were affected and how they could obtain identity protection
services.
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Equifax should have addresssdeast two points of failure to mitigate, or even prevent,
this data breaclkirst, a lack of accountabilitgnd no clear lines of authoriiyn Equi f ax 6s |
management structuexisted, leading to an execution gap between IT policy development and
opeati on. This also restricted the companyods i1
comprehensive and timely manner. As an example, Equifax had allowed over 300 security
certificates to expire, including 79 certificates for monitoring businessatritomains.

Second, Equi faxds aggressive growth strate
complex IT environment. Equifax ran a number of its most critical IT applicationsstoneu
built legacysystems. Both the complexity and antiquated nattre&cqui f ax d0s | T syst

IT security especially challengingquifax recognized the inherent security risks of operating
legacy IT systems because Equifax had begun a legacy infrastructure modernization effort. This
effort, however, came too late to peat the breach.

Equifax held several officials accountable for the data breach. The CIO and Chief
Security OfficefCSO)both took early retirements on September 15, eight days after the public
announcement . Equi faxds CEO Richard Smith | ef
Equifax terminated Graeme Payne, Senior Vice President and Chief Information Officer for
Global Corporate Platforms, for failing to forward an email regarding the Apache Struts
vulnerability. Payne, a highlsated employee for seven years and a senior manager of nearly 400
people, managed a number of IT systems within Equifax, including ACIS.ctah € 3,
Richard Smith testified before Congress blaming human error and a failure to communicate the
need to apply a patch as underlying reasons for the breach.

Equifax failed to fully appreciatand mitigate its cybersecurity risks. Had the company
taken action to address its observable security issues prior to this cyberattack, the data breach
could have been prevented.
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Commonly Used Names and Acronyms

Chief Executive Officer

Mark Begor, April 2018- present

Paulino do Rego Barros Jr, Interim, September 2017March 2018

Richard Smith, December 2005September 2017

Chief Information Officer
(now known as Chief Technology Officer)

Bryson Koehler, June 2018 present

David Webb, January 2010 September 2017

Robert Webb, November 2004 July 2009

Chief Security Officer
(now known as Chief Information Security Officer)

Jamil Farshchi, February P18- present

Russ Ayres Deputy, February 2018 present
Interim, September 2017February 2018

Susan Mauldin, August 2013 September 2017

Tony Spinelli, September 2005March 2013

Senior Equifax Officials

John J. Kelley, Chief Legal Officer, January 20t3®resent

Graeme Payne Senior Vice President and Chief Information Officer for Gldbaiporate
Platforms, March 20141 October 2017

ACIS Automated Consumer Interview System
CFBP Consumer Financial Protection Bureau

ClO Chief Information Officer

CRA Consumer Reporting Agency

CSO Chief Security Officer

FCRA Fair Credit Reporting Act

FTC U.S. Federal Trade Commission

GLBA GrammlLeachBliley Act

GTVM Global Threat and Vulnerability Management
NIST National Institute of Standards and Technology
Pl Personally Identifiablenformation

SEC U.S. Securities and Exchange Commission
SSL Secure Sockets Layer

US-CERT U.S. Computer Emergency Readiness Team




Timeline of Key Events
March 7, 2017

1 Apache Struts Projedanagement Committee announties CVE20175638
vulnerabilityaffecting Apache Struand releasethe patcl?

March 8,2017

1 TheUnited States Computer Emergency Readiness TE&CERT)sendsquifax an
alert to patch the particular vulnerability in Apache Struts softivare.

March 9, 2017

1 Equifaxds Gl obal Threat and Vul n edsseminatey Mana
CERT notificationinternally by email requestingsponsible personnapply thecritical
patch within 48 hours.

March 10, 2017

1 First evidence of attackers exploiting the Apache Struts vulnerability on servers
connected to the Equifax netwadrk.

March 15, 2017

1T Equi fewityteam®sinsscans to identify any systerogntainingthe Apache Struts
vulnerability. The scans dinot detect the vulnerabilitynany externally facingystems.

3 Apache Software FoundatioResponse From The Apache Software Foundation to Questions from US House
Committee on Energy and Commerce Regarding Equifax Data Br&asbHE SOFTWARE FOUNDATION BLOG

(Oct. 3, 2017)https://blogs.apache.org/foundation/entry/respoieapiestionsfrom-us

4 Email from U.S. Computer Emergency Readiness Team, to GTVM, Equifax (Mar. 8, 2017, 7:31:16 PM) (on file
with Committee, EFXCONE&STOGRO000000060).

5 Email from GTVM, Equifax, to GTVMAlerts, Equifax (Mar. 9, 2017, 9:31:48 AM) (on file with @mittee,
EFXCONGSSTOGR0000005Q08

5Briefing by Mandiant, to H. Comm. on Ove/r&slech.Istaff & Gov bt
(Aug. 17, 2018).

" Email from Berlene Herren, Vice Rident Cyber Threat Resistance, Equifax, to Jamie Fike, Workforce Solutions,
Equifax (Mar. 15, 2017, 1:56:38 PM) (on file with Coritieme, EFXCONGSSTOGRO000000510%ee also

Oversight of the Equifax Data Breach: Answers for Consumers: Hearing Before tten8nbon Digital

Commerce & Consumer Prot. of the H. Comm. on Energy & Commiktbeh Cong. (2017) (prepared written
statement of Richard SmithRormer Chief Exec. Officer, Equifax).
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May 13, 2017

1 Attackersenterthe Equifax network through the Apache Struts vulnerability located
within the Automated Consumer Interview System (AGIgplicationanddrop web
shells ontahe Equifax systeni.

May 13, 2017 July 30, 2017

1 Timeframeduringwhich hackers gained unauthorized access to Equifax databases
throughan Equifax legacy environmeh#ttackers perform approximately 9,000 queries
to sensitive databases within Equifax system.

July 29, 2017

1 Equifax renews the expired security certificatetfar device monitoring ACIS network
traffic. The certificate was expired for 19 months.

1 Equi fewity amSbseessuspicious network traffic associated withAGIS
web application. In respondequifaxblocksthe suspicious traffie.

July 30,2017

T Equi fewity amSontinue® montor network traffic and observesiditional
suspicious activityEquifax takegshe ACIS applicationoffline.?

1 Graeme Payne, Senior Vice President and Chief Information Officer for Global
Corporate Platformsnforms David WebbChief Information Officeyof the security
incident®

8Briefing by Mandiant, to H. Co mm.on&agenc® Bgac&sTech.Istaff & Gov ot
(Aug. 17, 2018).

® Mandiant,Mandiant Reporil, 2 (2017) (on file with Committee).

Briefing by Mandiant, to H. Comm. on Ove/r&slech.Iotaff & Gov o
(Aug. 17, 2018).

111d. See atoPress Releas&quifax, Equifax Retases Details on Cybersecuribgident, Announces Pensnel

Changes (Sept. 15, 201 A}tps://investor.equifax.com/nevesideventshews/2017/09.5-2017-224018832.

2Briefing by Mandiant, to H. Comm. on Ove/r&slech.Iotaff & Gov o
(Aug. 17, 2018).

13 Email from Graeme Payne, Senior Vice President, Equifax, to David Webb, Chief Info. Officer, Equifax (July 30,

2017, 7:16:00 PM)dn file with Committee, EFXCON&GSTOGR000043861).
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July 31, 2017

1 Equifax staffdeterminegpersonally identifiable informatiofP1l) may have been
exfiltrated as a part of the intrusién.

1 DavidWebb informs Chief Executive Offic&ichard Smith of the security incideft.
August 2, 2017
1 Equifaxengagslaw firm King and Spalding and hiresybersecurity firmMandiantto
conduct gorensicreview of the breach.Equifax alsanformsthe Federal Bureau of
Investigationt’

August 11, 2017

1 Mandiantdeterminesackers may have accessed a database table contangeg |
amounts ofPl&onsumer so

August 17, 2017

1 Equifax holdsa senior leadershigam meeting to discuséa n d i @relirmirday
findingsfrom the data breacimvestigation®

August 24, 2017

1 Mandiantconfirmsvolume of Pll accessed and begiogievelopanapproach with
Equifax database owners to determineittentity of affeatd consumer?.

14 Email from Corporate Security Support, Equifax, to Joe Sanders, Senior Director for Security, GTVM, Equifax
(July 31, 2017, 12:00:03 AMpn file with Committee, EFXCONGSTOGRO0000007EFXCONG
SSTOGR00000081)

15 David Webb Transcribed Interview 22, May 30, 2018 (on file with Committee) [hereinafter Webb Transcribed
Interview].

16 Mandiant,Mandiant Reporil (2017) (on file with CommitteeBee also Oversight of the Equifax Data Breach:
Answers for Congmers: Hearing Before the Subcomm. on Digital Commerce & Consumer Prot. Of the H. Comm.
on Energy & Commer¢d 15h Cong. (2017) (pepared written statement Bfchard SmithFormerChief Exec.

Officer, Equifax).

17 Qversight of the Equifax Data Breach: Avers for Consumers: Hearing Before the Subcomm. on Digital
Commerce & Consumer Prot. Of the H. Comm. on Energy & Comiriel&a Cong. (2017) (prpared written
statement oRichard SmithFormerChief Exec. Officer, Equifax).

81d. See alsaBriefingbyMardi ant, to H. Comm. on Oversight & Govét
Tech. Staff (Aug. 17, 2018).

19 Susan Mauldin Transcribed Interview 118, June 20, 2018 (on file with Committee) [hereinafter Mauldin
Transcribed Interview]

Re

2BriefingbyMandi ant, to H. Comm. on Oversight g&Teah\Staff Ref or n

(Aug. 17, 2018).
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August 2425, 2017

1 CEO Richard Smith hold®lephonic meetings with Equifax Board of Direstand
informs the full Board of the breaéh.

September 4, 2017

1 Based on Mandi abqufaxcompilesalist sf143 giianU.8.n ,
consumers whose personal informatioay have been compromisd.

Septembei7, 2017
1 Equifaxnotifiesthe public of the breaclEquifax stateshe information accegd by
attackersncluded names, Sociak8urity numbes, dates of bith addr esses, dri
license numbers, credit candmbers, and dispute documefits.
September 14, 2017
1 The House Committee on Oversight and Government Reform and the House Committee
on Science, Spacand Technologjaunchan investigation into the Equifax data
breach?
September 15, 2017
1 Equifax AO David Webb and 60 Susan Mauldin announce their retirensht
September 26, 2017

1 Equifax CEO Richard Smitlannouncesis retiremeng®

21 OQversight of the Equifax Data Breach: Answers for Consumers: Hearing Before the Subcomm. on Digital
Commerce & Consumer Prot. Of the H. CommEmergy & Commercel18h Cong. (2017) (prpared written
statement oRichard SmithFormerChief Exec. Officer, Equifax).

22d.

23 Press Release, Equiféquifax Announces Cybersecurity Incident Involving Consuinformation (Sept. 7,
2017),https://investor.equifax.com/newasndevents/news/2017/697-2017-213000628.

“Letter from Rep. Trey Gowdy, Chair man, H. Comm. on Ove
Chairman, H. Comm. on Science, Space & Tech., to Richard Smith, Chairman & Chief Exece, Bffictax

(Sept. 14, 2017) (on file with Committee).

2 press Release, Equifax, Equifax Releases Details on Cybersecurity Incident, AnnourorexePElsmnges (Sept.
15, 2017) https://investor.equifax.com/nevesdevents/news/2017/095-2017%-224018832.

26 press Release, Equifaquifax Chairman, CEO, Richard Smith Retires; Board of Directors Appoints Current
Board Member Mark Feidler Chairman; Paulino do Rego Barros, Jr. Appointed Interim CEO; Companytéo Initia
CEO Search (Sept. 26, 201@A}tps://invesor.equifax.com/newandevents/news/2017/686-2017140531280.
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October 2, 2017

1 Mandiant completets forensic investigationcorcluding the potential number wictims
was 2.5million more than originally reported.

1 Equifax terminate§raeme Paynéor failing to forward theMarch 9 GTVMemailalert
regarding the patch for the Apache Struts vulneralflity.

October 3, 2017

1 Richard Smith testifiebefore the Subcomittee onDigital Commerce and Consumer
Protection of the House Committee on Energy @othmerce?®

March 1, 2018

1 Equifax rekasesipdated information on the 2017 breach, indicatimggattackers
accessed information including mnmbhames and p
additional 2.4 million U.S. consume¥s

’Briefing by Mandiant, to H. Comm. on Oversight & Govaot
(Aug. 17, 2018).

28 Graeme Payne Transcribed Interview 148, Aug. 10, 2018 (ofile with Committee) [hereinafter Payne

Transcribed Interview]

29 Qversight of the Equifax Data Breach: Answers for Consumers: Hearing Before the Subcomnitabn Dig

Commerce & Consumer Protf the H. Comm. on Energy & Commer&é3h Cong. (2017)

30 Equifax Releases Updated Information on 2017 Cybersecurity Ingieotrax (Mar. 1, 2018),
https://www.equifaxsecurity2017.com/2018/03/01/equifabeasesipdatedinformation2017%cybersecurity

incident/
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I. The Consumer Reporting Agency Business Model and Use
of Personally Identifiable Information

A. Consumer Reporting Agency Business Model

Consumer reporting agencigatherconsumer information, analyze it to create credit
scores and detailed reports, d@hen sell theonsumer reports to third partiesee Figure 1%
The consumer reporting agency (CRA) business model allows @R#&snpile and profit off
thesensiive data of American consume?s he three nationalRAsareEquifax, Experian, and
TransUnion, andhiere are approximately 408gional and specialty CRAs which focus on
collecting information within a specific industrsuch as information related to payday loans,
checking accounts, or utilitiés.

Individual consumers do not voluntarjiyovidedata toCRAs. Rather, CRAs actively
gat her consumer s GronpfniseecshTais infarnmation may andludeo n
historicaldataabout credit repayment, tenant payment, employment, insurance claims, arrests,
bankruptcies, checkriting, and account managemeéhCRAspackage, analyze, aiséll this
informationto businesse® An individualdoes not have the opportuntoh o pt out 6 of th
process.

Businessesseconsumer datprovided by CRAgo identify and manag&nancial and
transactional risk¥ For example, lenders rely on credit reports and scores when determining
wheter to grant a loan and the correspondimerest rate. Insurance companies use the
information to set policy premiums. Employers may use the information to screen prospective
employees for risk of fraud. Utility and telecommunication service providerthesreports to
verify the identity of customers and determine down payment requirements for new customers.

Federal agencies use ideptiterification services provided by one or more of the CRAs
when enrolling new applicants for federal benefits amdces®® The Internal Revenue Service

31 Fair Credit Reporting Act, Pub. L. No. ®D8,Title VI, 8604, 84 Stat. 1128 (1970) (amending The Consumer
Credit Protection Actjcodified as amended at 15 U.S.C.1&81-1681X.

2Consumer reporting agencies are also referred to as 0«
33 U.S.Govar ACCOUNTABILITY OFFICE, GAO-18-559,DATA PROTECTIONACTIONS TAKEN BY EQUIFAX AND

FEDERAL AGENCIES INRESPONSE TO THR017BREACH 1,18 (2018)[hereinafter GAO Equifax Data Breach Refort

see alsd\. ERIC WEISS CONG. RESEARCHSERYV., IN10792, THE EQUIFAX DATA BREACH: AN OVERVIEW AND

| SSUES FORCONGRESS(2018),
http://www.crs.gov/Reports/IN10792?source=search&guid=9873256117c148fbbe29d0ca59633c20&index=3
[hereinafter CRS Equifax Data Breach Ovenliew

34 A furnisher is a company who provides consumérmation to CRAsExamples of furnishers include banks,

thrifts, credit unions, savings and loan institutions, mortgage lenders, credit card issuers, collection agencies, retail
installment lenders, and auto finance lend8esDuties of Furnishers of Information to Consumer Reporting
Agencies, 16 C.F.R. § 660.2 (2009).

35 DARRYL GETTER, CONG. RESEARCHSERV., R44125CONSUMER ANDCREDIT REPORTING SCORING, AND

RELATED PoLICY ISSUES2 (2018, http://www.crs.gov/reports/pdf/R4413Bereinafter CRS Consumer and Credit
Reporting Issugs

36 CRS Consumer and Credit Reporting Issues at 2.

371d. at 1.

38 GAO Equifax Data Breach Report at 13.
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(IRS), for example, awarded Eifiax a $7.25 million contrador taxpayer identityerification
and validatiorservicesafter the2017data breachdd been publicly announcéd

<

Your Exposure to Equifax

Borrowers may never directly interaatith a creditreporting
company. They deal directly with a lender, who in turn uses
data from the companies.

Borrowers provide personal
information to lenders.
Your data >

-
€9

Equifax, Experian and TransUnion
Lenders report information about their
borrowers to credit companies like
Equifax. They also get access to
information on borrowers’ other debts.

credit-reporting companies to freeze
their reports to protect their data.

<‘Consumers not seeking a loan can tell
Your data

Your data >

Lenders

ES

Your data

FICO score

Your data is entered into a formula,
owned by Fair Isaac Corp. to make a
FICO score, which is used by lenders
to help determine who to lend to.

THE WALL STREET JOURNAL.

Figure 1: How Equifax Receives Your Personal Information

Each CRA has its own model for evaluating the informatian an i ndi vi dual 0s
report and assigning a credit score. A credit score is a numeric metric used to predict a variety of
financial behaviors: Credit score models measure the following factors in determining a credit
score:(1) payment history(2) credit utilization;(3) length of credit history(4) new credit
accounts or requestand(5) credit mix* The CRAsanalyzethis information and creataa
i ndi vi dusaodreB GRAstencetocollect the same information bortaychoose to weigh

39 Alfred Ng, Why Equifax Won An IRS Contract Despite A MassiaekHCNET (Oct. 3, 2017),
https://www.cnet.com/news/igivesequifax7-25-million-contractto-preventtax-fraud/.

Security concerns eventually led the IRS to cancel the confleelohn McCrank|RS Puts Equifax Contract on
Hold During Security Bview REUTERS(Oct. 13, 2017) https://www.reuters.com/article/wegjuifaxcyber/irsputs
equifaxcontracton-hold-during-securityreviewidUSKBN1CI2GQ

40 AnnaMaria Andriotis et ald We 6 v e

Been

Br eached,0NAL BrrReEETiJabRNALY(Se@. 1& qu i f a x

2017),https://www.wsj.confarticles/wevebeenbreacheednsidethe-equifaxhack 1505693318

41 CRS Consumer and Credit Reporting Issues at 4.

421d. at 6.
431d.
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or value certain items differently. As aresath 1 n d icredit scararha§ \gary between
Equifax, Experian, and TransUni¢h

Consumer reporting agencies sell these credit scamdghe corresponding detailed
consumer repoyto a variety of businessésr specific purposesor examplewhena custoner
applies for a loama CRA can selthec u s t 0 me 1sadre andietadledireport to the potential
lender.The potential lender can use the information contained about the customer within the
CRAOGs r e p owhéetherttooloanml teeamiorteyeor not; what interestt@spply; and if a
down payment stuld be requirect

The rature of the CRA business model ggvEquifaxa deep and granular view of
consumer§ | . Cambisinginformation fromnumerous data sources allows Equifax to likely
know a per dianstéiss, incomayeaihr, essets, bank balances, current and past
addresses, employer, rental higtautility bills, and spending habitsDue tothe intrusive
amount of data held b§RAs,these companidsave an obligation to have bestclass data
protection and cybersecurity practices aragan place.

Equifax, however, did not have thesestin-class protections in place.

B. Equifax z Aggressive Growth and Increasing Risk in Data Intrusive
Industry

At the beginning of his tenuies Equifax CEQRichard Smith embarked on an ambitious
growth strategy. When the 2017 data breach occurredfacad credit information on 820
million consumers and 91 million businesses. This massive amount of sensitive information
made Equifax a prime target for hackers, Badifax was unprepared for these security risks.

1. Equifax Corporate Profile

Equifax was founded in 189 Atlanta, Georgiaand became a public company in
19654 The company has 10,300 employees worldveide operates in 24 countrieghin
North America, Central and South America, Europe, and the Asia Pacific reBiguifax
maintains cedit information or820 million consumerand more tha®1 million businesses It

44 CRS Consumer and Credit Reporting Issues 8eé.alsddow Do Credit Reporting\gencies Get Their

Information EQUIFAX (July 2, 2014)https://blog.equifax.com/credit/hedo-creditreportingagenciegyettheir-

information/

4 CRS Consumer and Credit Reporting Issues@t 5

®RusselGranthan qui f ax0s Rapid Growth ProbablhyTHRAdldNaad To | ts
JOURNAL CONSTITUTION, (Sept.21, 2017) https://www.myajc.com/business/equifeapid-growth-probablyadded
its-hackingrisk-expertssay/lg8jUu65GAQOy45UgC4RodfK/

47 Equifax, 2017 Annual RepoitForm 16K) (Mar. 1, 2018) https://investor.equifax.com/~/media/Files/E/Equifax
IR/Annual%20Reports/20td@nnualreport.pdf

41d.

49 Press Release, Equifax, Equifax Releases Details on Cybersecurity Incident, Announces Personnel Changes (Sept.
15, 2017) https://investor.equifax.com/nevesidevents/news/2017/095-2017-224018832
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is a member of Standard & P@®i(S&P) 500® Index, and its common stock is traded on the
New York StockExchange under the symbol EFX.

OnOctober 262018,Equifax had a markefalueof $11.7 billi on dollars’* For
comparisonEqui fax6s mar ket \he tay lmefore Baguifa$plblicy02 bi |l | i o
announced the 2017 data breésbe Figure 2% Equifax reportec3.362billion revenue in
2017 Evenwith the publiccriticism following the data breach announcementSeptember 7,
2017 the companyod6s reported 2017 revenue incre

Back From the Breach

Equifax's share price has recovered much of its losses since last year

M Equifax Inc

Sep
2017

Source: Bloomberg

Figure 2: E q 8 $hara Rriée (August 201 Beptember 2018)

Prior to thec o mp athingd quarter earningsrepport Equi f axdés stock had
to its prebreach announcement priceéeaching $138.06 in mi§eptembeR018%¢ Equifax
issued itghird quarter earnings report on October 24, Z0I8e report shows Equifax nsied
both its quarterly earnings and revenue estimaitscosts relahg to the data breach contimg
toincrease E g 8 stockgprcdell more than 17 percent antbsed out the week at $97.%9.

50 Company ProfileEQUIFAX, https://www.equifax.com/abowiquifax/compamprofile/ (last visited Oct. 19, 2018).
51 Equifax Inc. Market CapY CHARTS, https://ycharts.com/compani&sX/market_caglast visited Oct. 27, 2018).
521d.

53 press Release, Equifax, Equifax Releases Fourth Quarter Results (Mar. 1, 2018),
https://investor.equifax.com/nevesdevents/news/2018/631-2018213648628

S41d.

55 lvan Levingston & Jennifer Surarigguifax Breach a Year Later: Record Profits, Share RevRIad)OMBERG
(Sept. 7, 2018https://www.bloomberg.com/news/articles/280807/equifaxbreacha-yearlaterrecordprofits-
shareprice-revival.

6 1d.

57 Press Release, Equifax, Equifax ReleasesdTQirarter 2018 Results (Oct. 24, 2018),
https://investor.equifax.com/nevesidevents/news/2018/104-2018212657646

58 Equifax Inc. (EFX) QuoteY CHARTS, https://ycharts.com/companies/ERl¥st visited Oct. 27, 2018).
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2. #%/ 2EAEAOA 3T EOEGO ' Ol xOE 300A0ACU

Richard Smith was hired &q u i TCBOGindD&cember 2005 and quickgmbarked on
an ambitious growth strategyn 2007, Equifax purchased TALX Corporatioan American
human resources ampayroll services companyith 142 million employment records, fol $
billion.*® In 2014, EquifaxacquiredTDX Group a United Kingdorrbased debt management
firm, for $327million.l n 2016, the company purchased Aust |
Group for $1.Dillion 8

In total, Equifaxhas acquire@ighteercompaimes®? The acquisitionsnadeEquifaxone
of the largest private creditacking firmsin the world®® During his tenure as CEG,mi t h 6 s
growth-by-acquisitionstrategy resultediB q u i f a x 6 s nmoee th&anegqtiadrupanfyome
approximately $38 per shaire December 2005 to $138 per share in early Septembert2017

In an August 17, 2017 speeahtheUniversity of GeorgiaSmithexp | ai ned Equi f ax
business strategyie stated:

What do we do®e manage massive amounts of very unique dlafact,

we hawe data on approaching one billion peopWe have data on

approaching 100 million companies around the world. The data assets are

so large so unique it is . . credit data, it is financial data we have

something like $20 trillion of wealth data on imidiuals, so how many

annuities, mutual funds, equities you own. About $20 trillion on property

data,so property that you might owrwhat the value was when you bought

it, what itdéds worth today. Uutility data, m
and oni but massive amounts of data.

%9 press Release, TALXquifax Annouces Agreement to Acquire TALX Corporation in a Transaction Valued at
$1.4 Billion (Feb. 14, 2007 http://investor.talx.com/phoenix.zhtml?c=74399&p=irmwsArticle&ID=963591

60 Equifax Acquires TDX Groyfy AHOO FINANCE (Jan. 20, 2014 https://finance.yhoo.com/news/equifax
acquirestdx-group-165004763.html

61 Veda Group held the credit information of approximately 20 million people and 5.7 million organizations in
Australia and New Ze alEufax.Signs BicdmgAgredingni to Bigda Rreup e ar ¢ h ,
NAsSDAQ (Nov. 24, 2015)https://www.nasdaq.com/article/equitekx-signsbinding-agreemento-buy-vedagroup
cmb46765s ee al so Equi fax Completes Acquisition of Australdi
Group Limited, for Total Conderation of USD $1.9 BillionBPRNNEwWSWIRE (Feb. 25, 2016),
https://www.prnewswire.com/newsleases/equifagompletesacquisitionof-australiadeadingcreditinformation
companyvedagrouplimited-for-total-consideratiorof-usd19billion-300226572.html

62 Equifax AcquisitionsSCRUNCHBASE, https://www.crunchbase.com/search/acquisitions/field/organizations/num
_acquisitions/equifax?timeline=true&timeline Type=@st visited Oct. 19, 2018).

53 Press Release, Equifax, Equifax Releases Fourth QuartetsRg@dat. 1, 2018),
https://investor.equifax.com/nevesdevents/news/2018/631-2018213648628see alsdversight of the Equifax

Data Breach: Answers for Consumers: Hearing Before the Subcomm. on Digital Commerce & Consumer Prot. Of
the H. Comm. on Energy Commerce 1158h Cong. (2017) (prpared written statement Bfchard SmithFormer

Chief Exec. Officer, Equifax).

84 Equifax Inc. Market CapY CHARTS, https://ycharts.com/companies/EFX/market_(apt visited Oct. 27, 2018).
Seealso AnnaMariaAndriotis & Michael Rapoportt qui f ax Hack Upends CEOO6s, Drive t
THEWALL STREETJOURNAL (Sept.22, 2017) https://lwww.wsj.com/articles/equifalxackupendsceosdrive-to-be-
datapowerhousel 506085201
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In fact . . .if you think about the largest library ingtworld . . the Library
of Congress . .we manage almost 1,200 tis#nat amount of data every
day.®

3. Massive! | 1 &1 ¢ DBaba Equals Massive Security Risks

Havingso muchpersonal information in one placeadeEquifax a prime target for
hackersConsumereporting agencies have been the target of multigheattacks in recen
years. For example, two lardata theft incidents occurred at Expariane of tle three major
CRAs. In 2013, anan running an identity theft ring tricked an Experian subsidignyrchased
in 20121 into giving him direct access to personal and financial dataare than 200 million
consumer$® The mancontinued siphoning consumertador close toégn months after the
acquisitonwi t hout EXx p e réiina2018,£xpkrianodisdlosedoaeach of its
computer systemshere intruders stole approximately 15 million Social Security numbers and
other data on people who applied for financing from wireless providiéofile % Experian said
the compromise of an internal server exposed names, dates of birth, addresseSe8artigl
number s anlikénsemumberd. ver 0s

Equifax was unprepared for these riska. August 2016 report by the financial index
provider MSCI Incassigned Equifaxs dat a s @ cating of zeso owt df fetoThet s
provi der 0 gtingremaindd un2h@rigéd. BatBpors concluded:

Equi faxods data security and privacy measur

mitigating data breach events. The compan
faces a high risk of data theft and asatel reputationalansequences . . .
.The companyés data and privacy policies ar

shows no evidence of data breach plans or regular audits of its information
security policies and systeris.

85 Richard Smith, Chief Exec. Officer, Edak, Address to the Terry College of Business at the University of

Georgia (Aug. 17, 2017https://www.youtube.com/watch?v=1ZzqUnQus.

56 Brian KrebsExperian Lapse Allowed ID Theft Service Access to 200 Million Consumer Re¢REES ON

SECURITY (Mar. 10, 2014)https://krebsonsecurity.com/2014/03/expefi@pseallowedid-theft-serviceto-access
200-million-consumeirecords/

571d.

58 Brian Krebs Experian Breach Affects 15 Million Customeg&REBS ONSECURITY (Oct. 15, 2015),
https://krebsonserity.com/2015/10/experiabreachaffects15-million-consumers/

591d.

0 See Equifax Cyber Security Scandia8Cl, https://www.msci.com/equifak il n August 2016, MS CI
identified, and called att ent iivaay meéasures which lédaaits downgradé@s p o o
to OCLCLd | owest p(asd ssited Ock 29 2018). ng. 0)

" MSCI, EQUIFAX INC. (last rating date Apr. 7, 2017),
https://www.msci.com/documents/1296102/6174917/EQUIFAX+INC+ESG+Ratings+Report+Tearsheet.pdf/43d4f9
4£-f831-45fb-90c1-07c94021af62
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4. Key Equifax Officials Responsible for IT and Security

The two individuals leadingqui f ax 6s | T a nibnsatthe émeofeheur i t y
breach wer€IO David Webb and CSQusan MauldinGraeme Pay Senior Vice President
andCIO for Global Corporate IRtformsat the time of the breachlso played an important role.
The Committeeonductedranscribed interviews with these thiadividuals during the year
l ong investigation into Equifaxdés 2017 data b

David Webb first started working in the technologsidiin 19772 In 2010, Equifax
hiredWebb for theole of CIO where we wasesponsiblefot he compallydés gl obal
infrastructure’® SusarMauldin begarher work in the technology fieldls a software engineer for
Hewlett Packard in 1983 After holding IT and security positions at other companidsuldin
was hir ed C&GinAugustd0i3wher@ she wasesponsible for cybersecurity and
business resiliency.Graeme Payne held a variety of IT and technology roles at private sector
firms before joiningequifaxin 2011as the Vice Resicent of IT Risk and Compliancéln July
2014 Equifax promotedPayneto the positionof Senior Vice President and CIO for Global
Corporate Ritforms where hereported directly to David WebbIn thisrole Paynewas
Airesponsi ble for supporting all the business
financial, HR, legal, marketing, sales, anything that was sort of nonrevenue producing across the
c o mp a&éyintaynal restructuring within the Equifax IT @gization occurred in April 2016
and Payne assumeglsponsibility for access manageméitaudit coordination, and FBecurity
coordination’®

72\Webb Transcribed Interview at 8
31d. at 9, 42

74 Mauldin Transcribed Interview at 9.
51d. at 9, 1314.

¢ payne Transcritd Interview at 910.
71d. at10.

81d.

91d. at 4344.
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lI. Regulations for Consumer Reporting Agencies

Consumer reportinggenciesare subject to a variety of federal laws designed to protect
consumeinformation. Similar tather privatesectorentities, CRAs must notify consumers
wheninformationis compromised by aecurityincident There is no comprehensive federal law
mandatin;tan or gani zationds responsibility to notif
breach? Instead, a entity like Equifax mustomplywith uniquebreach notificatiofiaws in
fifty different states. The following discussion highlights existing reégmyaand enforcement
tools including breach disclosure and notification requiremexgplicable tacCRAslike
Equifax.

A. FTC and CFPBAuthority over Consumer Reporting Agencie s

The Federal Trade Commission (FTC) and the Consumer Financial ProtegteauB
(CFPB) both have enforcement authority over CRA%e Fair Credit Reporting Act (FCRA)
and the GramprhbeachBliley Act (GLBA) are the two principal federal laws regulating CRAs.
TheFTC generally has the authority, with certain exceptions, to imagstand bring
enforcement actions against any orgamator violations of lawgjoverrnng consumer
information®? In 2010, the DoddrFrank Act gave CFPB enforcement authority over CRAs for
violations of most of the provisions contained in the FCRA, certain provisions of the GLBA, and
for unfair, deceptive, or abusive acts or practices under the-Badtk Act®

1. Federal Trade Commission Act

TheFTC pursues data security violations using its authority under Section 5 of the
Federal Trade Commission Act, which prohits fAunf ai r practices i oraffectingv e
c o mme ¥ Sinee 2002, the FTC has brougiver 60 cases against companies for engaging in
unfair or deceptive practicéy failingt o adequately proteé&theconsumer
FTC6s principal tool is to bring an enforceme
and require theampany take affirmative steps to rernagd this behavior. Affirmativeteps may
include the implementation of a comprehensive data security program or monetary redress to
consumerg?

80 GAO Equifax Data Breach Report at 18, note 30.

81 Consumer Financial Protection Bureau (CFPB) is also known as the Bureau of Consumer Financial Protection
(BCFP). Acting Director Mick Mulvaney begaaferring to the agency as BCFP in April 2018, consistent with the
Dodd-Frank Act. This report uses the acronym CFPB because it is better known by the public.

8215 U.S.C. § 45(a)(2) (2012Fertain entities, such as banks, credit unions, common caemetsioRprofit
organizations, are excluded from FTC&s authority wunder
83 CONSUMERFIN. PROT. BUREAU, CFPBSUPERVISION AND EXAMINATION PROCESS3 (2018),
https:/ivwww.consumerfinance.gov/f/documents/cfpb_supervisindexaminatioamanual.pdf.

8415 U.S.C. § 4@) (2012).

85 FED. TRADE COMM®, PRIVACY AND DATA SECURITY UPDATE: JANUARY 20177 DECEMBER20174 (2018),
https://www.ftc.gov/system/files/documents/reports/prizdatasecurityupdate201 7-overview-commissions
enforcemenpolicy-initiatives-consumer/privacy_and_data_security _update_2017.pdf

861d. at 1.
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The FTC can seek civil monetary penalties for the violation of an Fd€ ,ahe FCRA,
and other privacy statut&sThe Commissiomnay initiatecivil actions infederaldistrict court
for violations of the Federal Trade Commission &é&tederal courts have upheld FaGthority
to regulate data securipyacticesafter a violéion of Section 5 of the Federal Trade Commission
Act has occurre®. The FTC does nphoweverhavespecificauthority to examina CRAG data
security practices for ongoirgpmpliance with the Federal Trade Commission®Act

2. Dodd-Frank Act

The2010Dodd Frank Actestablished the @sumerFinancialProtectionBureau
(CFPB)** The Dodd-Frank Act gaveCFPB the responsibility to implement and enforce federal
consumer financial law#The CFPBOs aut horities (all into th
supervisorywhich includes the power to examine and impose reporting requirements on
financial institutions{2) enforcement of various consumer protection laws and regulations
including certain provisions in FCRA and GLBANd(3) rulemaking® Within its rulemakirg
authority, he CFPB acquired the power to issue rules declaring certain acts or practices to be
unlawful because they are unfair, deceptive, or abdsive.

The DoddFrank Actgave the CFPB supervisoaythority over nofbankentities
including Al arger parti cifippacraltpmdudsfor seraceskuent s f or
as CRAs with over $7 million in annual receipts from consumer reporting actiities.

The CFPB supervisory authority includes requiring reports and cangestaminations
for purposes of: (1)ssessing compliance with the requirementiedéral consumer financial
law; (2) dbtaining information about activities and compliance syister proceduresnd (3)
detecting and assessing risks to consumers anauticets for consumer financial products and
services® The CFPB monitors some of the larger CRAs on an ongoing basis. This oversight
tends to focus on compliance with FCRA requirementghe accuracy of consumer information,
rather than data security

TheDoddFrank Act grantethe CFPB enforcement authority to bring actions against
financial institutiondor unfair, deceptive, or abusive acts or practiéésMarch 2016, the
CFPB announced its first data security enforcement action against a comparakiiog

871d.

8815 U.S.C. § 57(b); 15 U.S.C. § 45(b).

8 See, e.gFTC v. Wyndham Worldwide Corp., 10 F. Supp. 3d 602ND. 2014)a f f769dF.3d 236 (3d Cir.
2015).

01d.

91 Dodd-Frank Wall Street Reform and Consumer Protection Act, Pub. L. Ne2Q3 Title X, 124 Stat. 1376
(2010).

92 Dodd-Frank Act § 1002(14).

93 CONSUMERFIN. PROT. BUREAU, CFPBSUPERVISION AND EXAMINATION PROCESSat 3.

% DoddFrank Act § 1031(a), § 1036.

9 Defining Larger Participants of Consumer Reporting Market, 77 Fed. Reg. 42873 (July 20, 2012).
912 U.S.C85514(b)(1) (2012).

97 CONSUMERFIN. PROT. BUREAU, CFPBSUPERVISION AND EXAMINATION PROCESSat 774

%8 |d. at 3;Dodd-Frank Act § 1031(a), § 1036.
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allegedly deceptive statements regarding its data security praeiitesCFPB has taken past
enforcement actions against CRAs for deceptive practicgsione of these enforcement actions
were related to data security

3. FEair Credit Reporting Act

Congress enactdatle Fair Credit Reporting ACECRA) in 1970to promote the accuracy
and privacy of information in consumer files kept®RAs°* FCRA imposes certain
responsibilities upon entities, including CRAs, wduonpilesensitive consumer inforation in
creditreports?For exampl e, FCRA requires CRAs to fnadc
the needs of commerce for consumer credit, personnel, insurance, and other information in a
manner which is fair and equitable to the consumer, withrdegahe confidentiality, accuracy,
relevancy, and proper ®Wtilization of such inf

Two federal agenes are charged with enforcin@RA requirements. First, FCRA
grants FTC the authority to enforce compliance with FCRA requirerifefitse FTC las
brought over 10@ctionsagainst companies for violating FCRA, and collected over $30 million
in civil penalties'®> Second, the Dod&rank Act grantshe CFPBthe authority to enforce
FCRAX TheFTC andthe CFPB coordinate thieenforcement efforts wita Memorandum of
Understanding between the agenété$he Memorandum requires one agency to notify the
other prior to opening an investigation or commencing a legal proceediagitation of
FCRA s

Under FCRA, CRAsnust maintain procedures through elihconsumers can dispute and
correct inaccurate or incomplete information in their consumer refports.comply with this
requirement, Equifax provides three avenues for a consumer to dispute information contained on
an Equifax credit report: (1) telephonic dispute; (2) written and mailed dispute; and (3) online

9 Press Release, Consumer Fin. Prot. Bureau, CFPB Takes Action Against Dwolla for Misrepresenting Data
Security Practices (Mar. 2, 201@ittps://www.consumerfinance.gov/abaug/rewsroom/cfpktakesactionagainst
dwolla-for-misrepresentinglatasecuritypractices/

100 See, e.gExperian Holdings, Inc., 201CFPB-0012 (Mar. 23, 2017) (enforcement action for deceiving
consumers about the use of credit scores sold to consumers); Equifax IneGERRD001 (Jan. 3, 2017) &
TransUnion Interactive, Inc., 204CFPB-0002 (Jan. 3, 20){enforcement actions for deceiving consumers about
the usefulness and actual cost of credit scores sold to consumers, and for luring consumers into costly recurring
payments for credit products).

101 Seel5 U.S.C. § 1681(a) (2012).

102 |d.

10315 U.S.C. § 168b) (2012).

10415 U.S.C. § 1681s(a) (2012).

105 Fgp. TRADE COMMN, PRIVACY AND DATA SECURITY UPDATE: JANUARY 20171 DECEMBER2017at 5.

106 Dodd-Frank Wall Street Reform and Consumer Protection Act, Pub. L. Ne223,1124 Stat. 1376 (2010).

107 MEMORANDUM OF UNDERSTANDING BETWEEN THECONSUMERFINANCIAL PROTECTIONBUREAU AND THE

FEDERAL TRADE COMMISSION 3-7 (2012),https://www.ftc.gov/system/files/120123fatpb-mou.pdf Press Release,
Fed. Trade Commdn, FTC, CFPB Reaut h@ril®e Memorandum of
https://www.ftc.gov/newsevents/presseleases/2015/03/ficfpb-reauthorizememorandurunderstanding

108 MEMORANDUM OF UNDERSTANDING BETWEEN THECONSUMERFINANCIAL PROTECTIONBUREAU AND THE

FEDERAL TRADE COMMISSION at 3-7.

10915 U.S.C. § 1681i(a]d)(1) (2012).
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disputes received through an internet pastal E q u i f a'¥® Bqeifaxvbeilbtise iAdteemated
Credit Investigation System (ACIS) in the 1970s to handle consumer dispitéden Equifax

receives a dispute, it | ocates the consumer 0s
investigation procgs. Consumers may submit copies of documents relevant to their credit
dispute via the ACISvebportal.
4. Gramm-Leach-Bliley Act
The GrammlLeachBliley Act (GLBA) requires the FTC to establish standards and
protections to ensure the security and confidétytiaf customer informatiorit? Specifically,
Section 501(b) of GLBA requires the FTC to ide

institutions subject to their jurisdiction relating to administrative, technical, and physical
safeguardd (1) to insue the security and confidentiality of customer records and information;
(2) to protect against any anticipated threats or hazards to the security or integrity of such
records; and (3) to protect against unauthorized access or use of such records atiamform
which could result in substantial harm or inconvenience to any custéfte

As part of its implementation @LBA,theF TC i ssued t heinR2M®3AFf eguar ¢
This rule requires CRAs to develop, implement, and maintain a comprehensive informatio
security program to keep customer information secure and confidéniiaé plan must be
appropriate to the companyds size and compl ex
sensitivity of the customer information it handigdJnder this ru¢, each CRA must:

1. Designate one or more employees to coordinate its information
security program;

2. Identify and assess the risks to customer information in each
rel evant area of t he companyos oper at
effectiveness of the current safegisfor controlling these risks;

3. Design and implement a safeguards program, and regularly monitor
and test it;
4. Select service providers that can maimtappropriate safeguards,

ersure contract requirethem to maintain safeguards, and oversee
their handlhg of customer informatiorgnd

110 SeeStewart v. Equifax Info. Serv., No. 481, at 5 (D. Kan. Mar. 2, 2018) (order granting summary judgment).
1payne Transcribed Interview at-29.

112 GrammLeachBliley Act, Pub. L. No. 106L02, Title V, 8 501(b)113 Stat. 1338, 1436 (1999) (codified as
amended at 15 U.S.C. § 6801(b)).

113 Id.

1416 C.F.R. §§ 3145 (2009.

11516 C.F.R § 314.3 (200p

116 The Fair Credit Reporting Act, Credit Bureaus, and Data Security: Hearing Before the S. Comm. on Banking,
Housing & Urban Affairs 115th Cong. (2018) (prepared written statement of the Federal Trade Commission).

23



5. Evaluate and adjust the program in light of relevant circumstances,
i ncluding changes in the firmbés busines:
of security testing and monitorinig.

A year after thé=TC enacted the Safeguaisle, it conducted a nationwide compliance
sweep to ensure companigsre observinghese requirements$® The FTC took enforcement
action against companies not in compliandth the Safeguards Rufer failing to protect
cust omer 6s p e msToherCaRB does rfotchavenautharity aver the Safeguards Rule.

Under GLBA financial institutions must o mp | v wi t h t B§hefivacy vacy F
Rule requires regulated companies to provide notices to consumers explaining their privacy
policies and practes.The CFPBis responsible for implementirand enforcing the Privacy
Rule.

*kk

In September 201 Boththe FTCand CFPBoublicly confirmedinvestigations intdhe
Equifax data breactit On October 25, 2018, Equifax provided an update on the ongoing FTC
and CFPB investigations to the U.S. Securities and Exchange Commission (SEC). Equifax
stated:

On June 13, 2018, the CFPB and FTC provided us with notice that the staffs
of the CFPB and FTC are considering recommending that their respective
agencies takdegal action against us, and that the agencies may seek
injunctive relief against us, as well as damages and civil money penalties.
We submitted written responses to the CFPB and FTC addressing their
expected allegations and we continue to cooperate étadgencies in their
investigations?

117 FED, TRADE COMMN, FINANCIAL INSTITUTIONS AND CUSTOMERINFORMATION: COMPLYING WITH THE
SAFEGUARDSRULE (2006),https://www.ftc.gov/tipsadvice/businessenter/guidance/financiahstitutions
customesinformationcomplying

8press Release, Fed. Tr ad-kcacB®BImméemy ACTtCOEnS afregisa Gd sa mRu |
Mortgage Companies (Nov. 16, 2008jtps://www.ftc.gov/newsvents/presseleases/2004/11/fenforces
grammleachbliley-actssafeguardsule-against.

119 Id.

12012 C.F.R. §8 1016:17 (2011).

121 David McLaughlin and Todd ShieldsTC Opens Investigation into Equifax BreaBnooMBERG (Sept. 14,
2017),https://www.bloomberg.com/news/articles/260F 14/equifaxscrutinywidensasftc-opensinvestigation
into-breach Roger Yu & Kevin McCoyEquifax Data Breach: Feds Start Investigati@ept. 14, 2017),
https://www.usatoday.com/story/mor2017/09/14/fteinvestigatingequifaxoverdatabreach/665550001/

22 Equifax, Quarterly Report for the Period Ended September 30, 2018 (fe@) (ct. 25, 2018),
https://otp.tools.investis.com/clients/us/equifax/SEG/sec
show.aspx?Type=htmI&Filingld=133215&CIK=0000033185&Index=10000

24



B. Breach Notification and Disclosure Requirements

officials repoted they informed the FTGEC state officials, and the Financial Services
Information Sharing and Analysis Center {FFAC) of the2017 datdreacht®

affecting their personal informatid#t State data keach notification laws generally include

After adatabreach occurgyrivatesectorentitiesmustcomply witha myriad of
regulations and laws regarding disclosure and notification requirements. For instance, Equifax

While there is no comprehensive fedadata lseach notification law, |kfifty stateshave
enacted legislation requiring private entities to notify individuals about a security breach

several com ponents:

1.
2.

One example ahconsistencyetween st& breach notification laws is the notice

Which entities must comply with the law;

What personalinformation is potected, and how dreach is

defined;

What degree of actual harm must occur, if any, for notice to be

triggered,;

How andwhen noticemustbe delivered;

If thereareany exceptions or safe harbors;

Preemption of other state laws, and relation to other federaj laws

and

Penalties,
harmed:

enforcement authoritiesand

requirementSome statesnayr e qui r e
others require private entities to provide notice within 45 days after discovery of the Breach.

Anotheraspectvhere state laws diffes the definition of personal informatié#i.This means,
based on the type of information stolen, a private entity may have to notify consumers in one

not i

remedies for

ce

to

be

those

mad e

i wi

state, but not consumers in another state even though the same type of corfeumation was

stolen.

released noiinding guidance detailing the ofpditions public companies have related to

In addition to providing state officials notice @breach, a private entity may be required
to disclose cybersecurity risks and cyber incidents to investors. In October 2011, the SEC

123 GAO Equifax Data Breach Report at-25.

124 National Conference of State Legislatur@scurity Breach Notification LawSept. 29, 2018),

http://www.ncsl.org/research/telecommunicati@amstinformationtechnology/securityreachnotification

laws.aspx.

125N, ERIC WEISS& RENA S.MILLER, CONG. RESEARCHSERYV., R43496 THE TARGET AND OTHER FINANCIAL DATA

BREACHES FREQUENTLY ASKED QUESTIONS23(2015) http://www.crs.gov/reports/pdf/R43496.

126 Id
127 Id
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disclosing cybersecurity risks and cyber incidétttdccording to the guidance, dybersecurity
ri sks or incidents are, 0Ohaufpfriiwviae et Icy mpatnegr imaly
disclose the inforntan in registration statements, financial statements, akdoBms 2

Equifax did not disclose any cybersecurity risks or cybersecurity incidents in its SEC
filings prior to the 2017 data brea&hFollowing the 2017 breach, Equifax included information
related to the breach in subsequent 2017 and 2018 fifings.

128 SEC. & EXCHANGE COMM®N, CF DISCLOSUREGUIDANCE: TOPICNO. 2 (CYBERSECURITY) (Oct. 13, 2011),
https://www.sec.gov/divisions/corpfin/guidance/cfguidatmgic2.htm

129 Id.

130 See grerally SEC Filings EQUIFAX, https://investor.equifax.com/financialformation/sesfilings (last visited
Oct. 27, 2018).

BlEquifax, Current Report (form-R) (Sept. 7, 2017) (explaining the cybersecurity incident),
https://otp.tools.investis.com/clientis/equifax/SEC/sec
show.aspx?Type=html&Filingld=12271940&CIK=0000033185&Index=10000
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Ill.  Anatomy of the Equifax Data Breach

A culture of cybersecurity complacenayEquifaxled to the successful exfiltration thfe
personal information adipproximatelyl48million individuals. Equi faxés fail ur e
known critical vulnerability lefits systems at riskor 145 days®?The companyo6és f ai |l u
implement basic security protocols, including file integrity monitoring and network
segmentation, allowed the attackers to acaedsemovdarge amounts of datah& attackers
were able to exfiltrate this data besauhe digital certificate allowingquifax to monitor
encrypted network traffic flowinghrough the ACIS environmeekpired 19 months prioito the
discovery of the bresn. This chapter details evegadingto the 2017 data breach.

A. Apache Struts Vulnerability Public ized, Equifax Attempts to Patch
(Feb.z Mar.2017)

Apache Struts is an opesourceweb application frameworlSpecifically,Apache Struts
is middlewarég asoftware that runs between an operating system and an application, and allows
the applicéion to successfully run on tloperating systeri?

February 14, 2017 The Apache Software Foundation received the first report of a vulnerability
found in multple versions of Apache Strut® A security researcheliscovered the vulnerability
and reported the bug to Apadtmeough its security mailing lige®

March 7, 2017i TheApache Strut®roject Management Committ¢eMC) publicly disclosed
the Apache Strutgulnerability.**¢ The vulnerability relatetb howApache Struts processddta
sent toa servert¥” Attackerscould use file uploadso trigger aremote code execution bughich
allowedthe attacketo send malicious code or commandsa gerver.The NationalVulnerability
Dat a bimpaa @nalysis indicated the complexity of an attack exploiting this vulnerability
was low, and the potential for total loss of confidentiality, integrity, and availabflitysources
in a compromise systemwas high(see Figure3).1®® The National Vulnerability Database is a
government repository fdil vulnerability management daté.

132 Mandiant,Mandiant Reportl, 2 (2017) (on file with CommitteelEqui f ax6s systems were vulr
exploiting the Apache Struts vulnerability from Marci2817 (the date UEERT alerted Equifax to the
vulnerability) until July 30, 2017 (the date Equifax took the vulnerable ACIS application offline).

133 Middleware TECHOPEDIA https://www.techopedia.com/definition/450/middlewéeest visited Oct. 16, 2018).

134 Response from The Apache Software Foundation to Questions from U.S. House Committee on Energy and
Commerce Regarding Equifax Data Brea&fACHE SOFTWARE FOUNDATION (Oct. 3, 2017),
https://blogs.apache.org/foundation/entry/respotsegiestionsfrom-us

135 Id.

1361d. The vulnerability was assigned the identifier GZ&175638.

137 National Vulnerability Databas€VE-20175638 Detail NIST.cov (Mar. 10, 2017),
https://nvd.nist.gov/vuln/detail/C\VM2017-5638#vulnCurrentDescriptionTitle.

138 |d

139 National Vulneability Databasehttps://nvd.nist.gov({last visited Nov. 15, 2018).
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CVE2017-5638 Impact Analysis
Base Scoret0.0CRITICAL
Exploitability Score3.9
Impact Score6.0
Base Score (Exploitability Score + Impa8torg multipliedx 1.08 for the Scope Change (rounding
10.0 if total exceeds 10)

Exploitabilityscoremetrics

Attack Vector:Network I aNBY2GSte SELX2AGlo0f S¢ @d# y
to exploit. Network attack vector is theost seriousating.
Specialized access conditions or extenuating circumstances do ng
exist. An attacker can expect repeatable success against the vulng
component. Lovattackcomplexity is themost seriougating because
it is the easiest to conduct

Authorized access is not required to carry out an attack. No privile
required is thanost seriougating.

The vulnerable system can be exploited without interaction from a
user. No user interaction required is theost seriougating.

When attackers can use the vulnerability in a software component
affect software/hardware/network resouss beyond its authorizatior
privileges, a Scope change has occurred. Changed scopamsshe
seriousrating.

Impactscoremetrics highis the most serious rating

There is a total loss of data confidentiality, resulting imesdburces
within the impacted component being divulged to the attacker.

Attack ComplexitylLow

Privileges RequiredNone

User Interaction:None

ScopeChanged

Confidentiality: High

Integrity: High There is a total loss of data integrity or a complete loss of protecti
There is a total loss of operational availability, resulting inatiacker

Availability: High being able to fully deny access to resources in the impacted
component

Additional Information:

Allows unauthorized disclosure of information
Allows unauthorized modification

Allows disruption of service

Figure 3:National Vulnerability Databas€VE-20175638 Impact Analysi¥

Once he Apache Struts voérability was widely reportedesurity researchers observed
a high number of exploitation attempts almost immediateyne firm observetiackers
attemptingsimplecommands (i.e., whoami) as well as more sophisticated comrita@as.

March 7, information about how to expose the Apache Struts flaw was posted to the Chinese

140 National Vulnerability Databas€VE-20175638 Detail NIST.cov (Mar. 10, 2017),
https://nvd.nist.gov/vuln/detail/ C\M2017-5638#vulnCurrentDescriptionTitle.
141 Nick Biasini,ContentType: Malicious New Apache Struts 2Day Under AttackTALOS (Mar. 8, 2017),

https://blog.talosintelligence.com/2017/03/apabkaay-exploited.html
142 |d
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security website FreeBuf.com and Metasploit, a popular free suite of hackingtdbis.
Apache Stuts PMC releasedatch for this vulnerabilitpn the same dai

March 8,20177 The Depart ment ofUSCommterEmelger®yeReadness y 0 s
Team (USCERT) sent Equifax a notice of the need to patch the Apache Struts vulnet&bility.
Multiple people at Equifax received thkS-CERT email, including the Global Threat and

Vulnerability Management (GTVM) team and forn@OSusan Mauldin‘

March 9, 20171 Equifax disseminated the USERT notification via the GTVM listserv
process?” Approximately430 individuals and various distribution lists received this etftail.
The email instructedgrsonnel responsible for Apache Struts installations to upgrade to specific

Apache Struts 2 versions. The GTVM email st at
vulnerability and it is currently being exploited, it is rated at a critical riskragdires patching
within48hourss per the ®ecurity policy. o

Equifax Security performed an open source componenttsadantify any systems with
a vulnerableversion & Apache Strut$° The scardid not identify any components utilizing an
affected version of Apache Strutsinterim CSORuss Ayres stated the scamssed identifying
the vunerability because th&can was run on the root directory, not the subdirectoryeathe
Apache Struts was listegt.

March 10, 2017 Mandiant the firm hired by Equifax to complete a forensic investigation of
the breachfound the first evidence of the Apache Struts vulnerability being explaitEduifax
(the Ainitikgure4)ecAdncackteeap irmn the fiwhoami 0 co

143 Michael Riley, Jordan Robertson, & Anita Sharpee Equifax Hack Has the HallmarksSthteSponsored

Pros, BLOOMBERG (Sept. 29, 201 7https://www.bloomberg.com/news/features/2@¥¢29/theequifaxhackhas
all-the-hallmarksof-statesponsore¢pros See alsdMetasploit Framework: CVR201756381 Apache Struts 2 $2

045, GiITHuB (Mar. 7, 2017, https://github.com/rapid7/metaspldiamework/issues/8064

144 Apache Struts 2 Security Bulletin-825 CoNFLUENCE (last modified Mar. 19, 2017),
https://cwiki.apache.org/confluence/display/WW{&45.

145 Email from U.S. Computer Emergency Readiness Team, to GTVM, Equifax (Mar. 8, 2017, 7:31:16 PM) (on file
with Committee, EFXCONE&STOGR000000060).

146 Email from U.S. Computer Emergency Readiness Team, to Susan Mauldin, Chief Sec. Officer, Equifax (March
8,2017, 7:31:16 PM) (on file with Committee, EFXCONSBSTOGR000000672).

147 See infraChapter 5, subsection B.Email from GTVM, Equifax, to GTVM Alerts, Equifax (Mar. 9, 2017,

9:31:48 AM) (on file with Committee, EFXCONGSSTOGR0000050§.

148 GTVM, APACHE STRUTS 2 VULNERABILITY INCIDENT RESPONSECHART (on file with Committee, EFXCONG
SSTOGR00006811FFXCONGSSTOGR000067391

149 Email from GTVM, Equifax, to GTVM Alerts, Equifax (March 9, 2018, 9:31:48 AM) (on file with Committee,
EFXCONGSSTOGR00000508).

150 Briefing by Russ AyresinterimCh i ef Sec. Officer, Equifax, to H. Comm.
Comm. on Science, Space & Tech. Staff (Oct. 19, 2017).
lSlId_

152 Computers store data in a series of directories (folders). The main directory of atfie sy theoot directory,

All other folders within the file system are subdirectories of the root folder. This structure is what allows computer
users to store separate documents (here, thestidJm@s so f
root directory, and within each Userds subfolder would
structure keeps file systems hierarchically organized.

SeeBriefing by Russ Ayrednterim Chief Sec. Officer, Equifax,toH. Comm.@v er si ght & Govdt Ref

Comm. on Science, Space & Tech. Staff (Oct. 19, 2017).
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potentially vulnerable servers connected to the Equifax neti#fdtlowever, Mandiant found no
direct evidence the March 10 actions were connected to the activity that began onfay 13.

March 14,2017 Equi f ax06s Emer ging Threat s,witkemton r el eas
detect a specific vulnerability and perform an actiorgetect Apache Struts exploitation

attempts* The Equifax Countermeasures team installed the Sottwrittento detect Apache

Struts exploitation attempts on the intrusion detection and prevention systems on Mé&rch 14.

March 15, 2017 Equifax received a negignaturerule to detect vulnerable versions of Apache
Struts from McAfee on March 1’5.The company useithe McAfee Vulnerability Manager tool

to scan its externally facing systems with this signature tidée scanner checked 958
externaifacing Equifax IP addresses and did not find any instance where the vulnerability was
present® In short, both of thecanning tools used by Equifax during the patching process failed
to identify the presence otiinerable versions dkpache Struts®

March 16, 2017 The Apache Struts vulnerability was discussed at a monthly meeting hosted

by the GTVM teani®* The GTVM meeting slides stateghe vulnerability was currently being
exploited, and reminded those responsible for Apache Struts installations to upgrade to versions
2.3.32 or 2.5.10.%?The slides were emailed to all 430 individuals on the GTVM listserv after
themeeting:®

8Briefing by Mandiant, to H. Comm. on Oversight & Govd
Staff (Aug. 17, 2018).
154|d.

15 GTVM, APACHE STRUTS2 VULNERABILITY INCIDENT RESPONSECHART (on file with Comnittee, EFXCONG
SSTOGRO000068115%¢ee alsdJnderstanding and Configuring Snort Rul&arIiD7 BLOG (Dec. 9, 2016),
https://blog.rapid7.com/2016/12/09/understaneimgtconfiguring-snortrules/

156 GTVM, APACHE STRUTS2 VULNERABILITY INCIDENT RESPONSECHART (on file with Committee, EFXCONG
SSTOGRO000068115); Briefing by Russ Ayrbgerim Chief Sec. Officer, Equifax, to H. Comm. on Oversight &

Govdot Reform & H. Comm. o00ct.3%2008Thce, Space & Tech. St af/

157 Briefing by Russ AyrednterimChi ef Sec. Officer, Equifax, to H. Comm.
Comm. on Science, Space & Tech. Staff (Oct. 19, 2017).
1581

159 Email from Berlene Herren, Vice President Cyber Threat Resistano#akdgo Jamie Fike, Workforce
Solutions, Equifax (Mar. 15, 2017, 1:56:38 PM) (on file with Committee, EFXCEB$EOGR000000510).

180 Witness testimony shows the scanning tools may have failed to detect the presence of the Apache Struts
vulnerabilityduetd he | ack of visibility into BegRayné Brangcisbedc o mpl e x
Interview at 15, 28.

181 GTVM, APACHE STRUTS2 VULNERABILITY INCIDENT RESPONSECHART (on file with Committee, EFXCONG
SSTOGR000068115).

162 GLOBAL THREAT & VULNERABILITY MANAGEMENT, VULNERABILITY ASSESSMENTMARCH 20171, 11 (on file
with Committee, EFXCONESTOGR00000019EFXCONGSSTOGR000000231).

1631d.; see alsd&Email from Joe Sanders to Susan Mauldin (Aug. 7, 2017, 8:52 AM) (on file with Committee,
EFXCONGSSTOGR00067381).
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B. Attackers Breach Equifax and Remain Undetected for 76 Days (May Z

Maintain Lateral
Presence Movement
7 .
Initial Initial Establish Escalate Internal Complete
Recon — Compromise Foothold Privileges —— Recon — Mission -

Figure 4: Lifecycle of an Attack?*

May 131 July 30, 2017 On May 13, attackers entered the Equifax network through the Apache
Struts vulnerability located within th&CIS environmentan internefacing business system
individuals use to dispute incorrect information found within their credi{fteh e | Ai ni t i a
compr omi s e o0 s Eguyfaxioriginallyibgiluhis systeim)in th&970s to meet FCRA
requirementslt was operating on a complex legacy IT system housed within a data center in

Alpharetta, Georgi&®

After entering the ACIS environment throutite Apache Struts vulnerability, the
attackers uploaded the first web shellhich aremalicious scripts uploaded to a compromised
server to enable remote control of the mackineh e fAest abl i sh f.®weébhol do
shells can enable filgystem and database manipulation, facilitate system command execution,
and provide file upload/download capabilityin essence, a web shell provides a secret
backdoor for an attacker to reenter and interact with a compromised system.

The ACIS environmenwas comprised of two web servers and two application servers,
with firewalls set up at the perimeter of the web serifeAgtackers exploited the Apache Struts
vulnerability found on the application servers to bypassettirewalls.t’ Once inside the

164 Jessee Leimgrubele r e 6s How Easi |y Yo uBL.dwBLocdSeptel7, DA,k ed Equi f ax
https://blog.hellobloom.io/hovhardwasthe-equifaxhacka3bae36f9e6f

%Briefing by Mandiant, to H. Comm. on Oveyr&lecght & Govd
Staff (Aug. 17, 2018)see alsdViauldin Transcribed Interview at 21.

186 payne Transcribed Interview at-29, 132.

167 Briefing by Mandiant, to H. Comm.on®w si ght & Govdt Reform ,&Téeth. Comm. on
Staff (Aug. 17, 2018)see alscCompromised Web Servers and Web Shéllsreat Awareness and GuidantéS

CERT (Aug. 9, 2017)https://www.uscert.gov/ncas/alerts/ TA1314A

188 FIpELIS CYBERSECURTY , UNDERSTANDINGWEB SHELLS 1, 4 (2016)available at
https://www.fidelissecurity.com/sites/default/files/TA_Fidelis_Webshells_1605.pdf

%Brjiefing by Mandiant, to H. Comm. on Oversight & Govd
Staff (Aug. 17 2018).
170y,
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netvork, the attackers createdeb shellson both application servet&.This provided the
attackers with the ability to execute commands directly on the system hosted on the application

servers’? Approximately30 unique web shellsere used to perform the atk!”3 According to
Mandiant, file integrity monitoring could have discovetld creation of these web shdilg
detecting and alerting to potentially unauthorized network chéaffgeguifax did not have file

integrity monitoring enabled on the ACIS systatithe time of the attaci®

After installing the first web shellshe attackers accessed a mounted file share containing
unencrypted application credentials (i.e., username and password) stored in a configuration file

databas€é t he f e s c a lstepireFigpre 4yY*Mountegisaspcess by which the

operating system makes files and directories on a storage device available for internal access via
t he comput ey Atackersiwere able i actessihe file share because Equifax did not

limit access to sensitive files across its internal legacy IT systeAgesstatedstorage of these

credentials in this manner was inconsistent with Equifax péficy.

Although tie ACIS applicationrequired access tnly three databases within the Equifax

environmenta perform its business functiotie ACIS application was not segmented off from

other, unrelated databasé&As a result, the attackers used the application credentials to gain

access td8 unrelated databasoutside of the ACIS environmetit.

Attackers ran approximate8,000 queries on these databamas obtained access to

sensitive stored dafat he fAi nt er nal r*EThemttadckergueredghe meatadafai g u r e

from a specific table toiscoverthe type of informatiorontained within the tablié Once the
attackers found a tableith PlI, theyperformedadditional queris to retrieve the data from the
table!®In total, 265 of the 9,000 queries the attackers ran within the Equifax environment

171 |d
12 Mandiant,Mandiant Report., 2 (2017) (on file with Committee).
731d. at 2.

Briefing by Mandiant, to H. Comm.
Staff (Aug. 17, 2018)see infraChapter 5, subsectidd.4.
"Briefing by Mandiant, to H. Comm.

Staff (Aug. 17, 2018).

176 Briefing by Russ AyrednterimChi ef Sec. Officer,
Comm.on Scienc§pace & Tech. Staff (Oct.
Reform & H. Comm. on Science, Space, & Tech. Staff (Aug. 17, 2018).

177 SeeMounting LINUX INFORMATION PROJECT http://www.linfo.org/mounting.htm({last visited Oct10, 2018).

178 See infra Chapter 5, subsection C.4.

179 Briefing by Russ AyrednterimChi ef Sec. Officer,
Comm. on Science, Space & Tech. Staff (Oct. 19, 2017).
®Briefing by Mandiant, to H. Comm.
Staff (Aug. 17, 2018).

l8l|d_

182|d_

183|d_
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returned datasets containing PHNone of the PIlI contained in these datasets was encrypted at
resties

The attackers stored tidl data output from each of the 265 successful queries irtfiles.
The attackers compressed these files and placed themvireio accessible directot§t. Then,
the attackers issued commands through the\m@ti acommon system utility that allows the
user to issue commands and retrieve content from web seérngetimnsfer the data files out of
the Equifax environmernit? The atackersused the web shelts exfiltrate some of the dafthe
Acompl et e mi s si.@mheatmdkerspusethastinkaied)3dd difeeret P addresses
to interact with the ACIS environmetit.

The attack lasted for 76 days before it was discavbyeEquifax employee#n expired
Secure Sockets Layer (SSL) certificate prevented Equifax from monitoring traffic to the ACIS
environment®2SSL is a standard security prototdwhtenables encrypted communication
between a web browser and a web servercréate this secure connection, an active SSL
certificate must be installeat the point where decryption will occ@8SL certificates have a
lifespan of either 27 or 39 months, depending on thetdat8SL certificate was issu&élAfter
this period, theertificate expires and must be renewed or replaced to become active once
againi

185 Id

186 Qversight of the Equifax Bata Breach: Answers for Consumers: Hearing Before the Subcomm. on Digital
Commerce & Consumer Prot. of the H. Comm. on Energy & Comniegri, Cong. (2017)testimony ofRichard
Smith, FormerChief Exec. Officer, Equifax); Mauldin Transcribed Interview at 136.

iDat adat srdata not acti vel ysdatostoiethan a baoddrives Encrgption enbblesa k, s
data owner to scramble the content of protected documents by requiring a decryption key to decipher it. Only

authorized viewers with access to the decryption key are able to read the protected infoEmetigating data at

rest is the most effective way to safeguard it from unauthorized intri#ksNate Lord,Data Protection: Data in

Transit vs. Data at RedDIGITAL GUARDIAN (Sept. 19, 2018https://digitalguardian.com/blog/dapmotectiondata
in-transitvs-dataat-rest

B¥Briefing by Mandiant, to H. Comm. on Oversight & Govd
Staff (Aug. 17, 2018).
188|d_

1891d.; see alsdntroduction to GNU WgeFREE SOFTWARE FOUNDATION, https://www.gnu.org/software/wgelast
visited Oct. 10, 2018).

%Brjiefing by Mandiant, to H. Comm. on Oversight & Govd
Staff (Aug. 17, 2018).

191|d_

192|d_

193 SSL certificates issued prior to March 1, 2018 haliespan of up to 39 months, but any certificates issued after

this date expire after 27 months due to a rule change |
RequirementsThe CA/Browser Forum, a voluntary group of certification autiewiand internet browser vendors,

develops standards for the issuance and management of digital certiffies@8/BROWSERFORUM, BASELINE

REQUIREMENTS FOR THHSSUANCE ANDMANAGEMENT OF PUBLICLY -TRUSTEDCERTIFICATES 1, 39 (2018),

https://cabforum.org/p+content/uploads/CMArowserForumBR-1.6.0.pdf
194 |d
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The expired SSL certificate was installed on a traffic monitoring device called an SSL
Visibility (SSLV) appliance?® This device allowed Equifax to inspect encrypted icefowing
to and from the ACIS platfordny decrypting the traffic for analysis prior to sending it through to
the ACIS server®¢Both the intrusion detection system andititeusion prevention system were
behind this monitoring devidsee Figure b’

i

External
Computer

SSL Visibility Appliance

Internal
sServers

Intrusion detection ani

prevention systems -

Figure 5: Traffic Flow from External Computer through SSLV Applidfice

The default setting for this device allowed web traffic to continue through to the ACIS
system, even when the S8ertificate was expired#? When this occurs, traffic flowing to and
from the internet is not analyzed by the intrusion detection or prevention systems because these
security tools cannot analyze encrypted traffic.

According todocument®btained the SSLcertificate installed on the SSLV device
monitoring theACIS domainai.equifax.conexpired on January 31, 202%As a resultEquifax
did not have visibility into the network traffic in the ACIS environment for nineteen méfths

C. Equifax Detects the Data Breach and Initiates Project Sierra (July z
Aug. 2017)

July 29, 2017 At 9:00 pm, the Equifax Countermeasures team uploaded 638ew
certificates to the SSLV appliance at the Alpharetta, Georgia data center where the ACIS

195 Briefing by Russ AyrednterimChi ef Sec. Officer, Equifax, to H. Comm.
Comm. on Science, Space & Tech. Staff (Oct. 19, 2017).
l96|d_

97 See infraChapter 3, Figurd.

198 1nbound and Outbound SSL InspectiBAMANTEC, https://origin
symwisedownload.symantec.com/resources/webguides/sslv/sslva_first_steps/Content/Topics/Overviews/ssl_insectio
n_overview.htm(last visited Oct. 23, 2018) (labels edited).

199 Briefing by RussAyres,InterimChi ef Sec. Officer, Equifax, to H. Comm.
Comm. on Science, Space & Tech. Staff (Oct. 19, 2017).

200 Equifax, Master List of Expired Certificates (current on July 29, 2017) (on file with Committee, EFXCONG
SSTOGR000029241).

2011d. GAO reported this certificate was expired for ten morfeeGAO Equifax Data Breach Report at 18.

However, documents produced to the Committee show the expiration date for the certificate was January 31, 2016.
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environment was locateet. This allowed the company to resume the inspection of traffic
flowing to and from the ACIS application. The Countermeasures team monitored the appliance
and the intrusion prevention system for any sudden increase in security*alerts.

The Countermeasuresate began reviewing packet captures to ensure decryption was
taking place® Packet capture is the creation of a copy of a data packet as it travels across a
specific network point?® Packets are temporarily stored for analysis of the captured data. A full
packet includes a payload (the actual contents of the packet) and a header (information such as
the packetds source and destination address).

Almost immediately, the Equifax Countermeasures team detected a suspicious request
from an IP address originatimg China?°¢ Theteam analyzed thiell suspiciougpacket and
other recentequest$® The server response for most of these recent requests contained more
than 10 megabytes of data, and possibly contained image files related to credit investi§ations.

Equfax used the tool Moloch anopen source piece of software used to index, view, and
analyze packet capturego index network traffi¢® After employees noticed the suspicious
foreign traffic, Equifax ran a search févet Chinese IP address on Molgé&tsearch results
showed persistent attempts to contact the ACIS web portal from this IP address since July 25,
20172** The Countermeasures team made the decision to block the Internet Service Provider
(ISP) used by this IP addredEquifax employees were unalio determine what this actor did
prior to July 29, including any details on the requests made to the ACIS application, because of
the expiredSSL certificate??

July 30, 2017 Equifax continued its incident investigation by conducting vulnerabilgijrig

of the ACIS applicatioft* Equifax discovered flaws in the ACIS codmderingthe system
vulnerable to SQL injection and Insecure Direct Object Reference attathe. SQL injection

flaw allows an attacker to inject or retrieve database informé&tidhe Insecure Direct Object
Reference flaw allows direct access to system data without requiring appropriate authentication
or authorizatiort*’ The ACIS application had been testia vulnerabilitiesin April 2017 after

202 CYBER THREAT CENTER, PROJECTSIERRA 1, 4 (July 31, 2017) (on file with Committee, EFXCONG
SSTOGRO000003446EFXCONG-SSTOGR000003454hgreinafter CTC Project Siejra

2031d, at4-5.

2041d. at 5.

205 packet CaptureTECHOPEDIA https://www.techopedia.com/definition/25333/paekapture(last visited Oct. 17,
2018).

206 CTC Project Sierra at 5.
207|g,

208 Id

2091d. at 6;seeMoLOCHHOME, https://molo.ch(last visited Oct. 17, 2018).

210CTC Project Sierra at 6.

211 |d

212 |d

213Email from Corporate Security Support, Equifax, to Joe Sanders,rSingator for Security, GTVM, Equifax
(July 31, 2017, 12:00:03 AM).

214 CTC Project Sierra at. 6
215 |d

216 Id
217 Id
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Equifax knew about the Apache Strélesv andno unremediated vulnerabilitiegere founc It
is unclear why the April 2017 vulnerability testing and the July 30, 2017 vulnerability testing
produced different results.

The Equifax forensic team soon discaakthe exfiltrated data likelgontained PIk?®
Equifax observed additional instances of suspicious traffic originating from a second IP address
owned by a German ISP, but leased to a Chinese pré%idara result of these findings,
Equifax decided to shut down the ACIS web portal for emergency mainteoadcty 3Cat
12:41 pn?? The cyberattack ended when the application was taken offline.

OneofCSOSusan Maul di nés empl othedreident@araund 1e3@ t o i
pm, and told her to join an incident management conference call as soon as fFé¥éitea.she
joined the conference, a group of IT and Security employees were discussing the logistics of
taking the ACIS machine offlin® Mauldin testified:

Q. And what, if anything, did you say on the call on July 30, 2017,
when the team reported that they wanted to take the ACIS machine
offline?

A. Well, it was already the machine comingfiine was already in
progressSo they were not askirfor my approval at that poinit
was already in procesBut | i so | did nothave to give approval for
it. At the point, | was mostly listening and trying to learn what was
going on, beause | was coming into it bramgw, not really
knowing anything?*

Immediately after this calMauldin emailed information about the security incident to
Chief Legal Offcer John Kelleywho was on vacation at the time, and the employee within the
Legal dfice covering forKelley while he was awad?* Mauldin did not reall either of them
responding tdveremailthat day??®

Around 6:30 pmMauldin called Graeme Payn@enior Vice President and Cior
Global Corporate Platformshesenior manager for th&CIS application Mauldin testified

A. My best recollection of that discussion is that | informed him that
we had a security incident that involved the ACIS application; we

218 Id

219 CTC Project Sierra at 7; Mauldin Transcribed Interview at 78.

220CTC Project Sierra at 7.

221 CTC Project Sierra at 7; Email from Berlene Heréice President Cyber Threat Resistariggquifax, to
Stephen Cosbyice President Cyber Security OperatipBsjuifax (July 30, 2017, 2:24:13 PM) (on file with
Committee, EFXCONE&STOGR00011904EFXCONG-SSTOGR000119045).

222 Mauldin Transcribed Interview at 467.

2231d. at 47.

224|d. at 4748.

225|d. at 5254.

226 |d. at 54.
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thought there might be an exploit of Apache Struts, but we were not
sure at that time; that the server was down, so therethe
application was offline; and we needed his help to work with his
development team to perforrsome research, to work with a
Security team and perform some research for us so that we would
understand whether they were us[Agache] Struts and whathe
version was and so forth so that we could start on the investigation
of what happened.

Q. And can you tell me, what, if anything, did Mr. Payne say in
response to you on the call you had with him on July 30, 2017?

A. Il n my r e c o ltileraenkterthe exact wordsl buhl@an say
that Mr. Paynewas . . .very agreeableObviously, this was an
application undr his area of responsibility. He certainly agree
help. He responded in very . urgent manner and did everything
that we asked him tdo 2%

Payne informedCIO DavidWebbof the incident via emadn July 3Cat 7:16 pnt?

July 31, 2017 Equifax assigned the code nafmject Sierrdo the incident response efforts.

On a 7: 00 am call with t he Vilnerability Assesshenbt¢am c t
discussed the findings of the ACIS application review conducted on J&iyT3@ team had
identified an unexpected JSP file inserted into the ACIS application through SQL injé&aAon.
JavaServer Pages (JSP) file is a dynaaivergenerated web pag@in short, if a JSP file is
placed in an appropriate location on a web server, it creates a wealbtbedrespond to a
command fronanattacke.?® This command causes the web server to process or execute the
code within thdile and return the generated output in the form of a web page.

Equifax discovered code within the JSP file provided the avenue for the éXploit.
Following this7:00 amcall, a second unexpected JSP file was identified within the ACIS
applicatior?®* The faensics teanmmediatelyimaged these environment&

Payne an&ebb met early on Monday, July 31 to discuss what was known about the
incident Webb testified:

227 Mauldin Transcribed Interview at 556.

228 Email from Graeme Payne, Senior Vice President, Equifax, to David Webb, Chief Info. Officer, Equifax (July
30, 2017, 7:16:00 PM) (on file with Committee, EFXCOMSTOGR000043861).

229 CTC Project Sierrat 3(drafted on July 31, 2017).

2301d. at 7.

231 |d

232 FpeLIS CYBERSECURITY, UNDERSTANDINGWEB SHELLS at 4.

23|d. See als@cott Sutherlandilacking with JSP ShellSlETSPIBLOG (July 7, 2011),
https://blog.netspi.com/hackingith-jsp-shells/

234CTC Project Sierra at 7.
2359,

236 Id
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A. Yes. So on the Monday . | m typically an early morning person,
Graame is an early mornghpersonSo we huddled early, and he
just gave me a very brief update to let me know thakttheas an
i nci dent , tkndwavhat wae goidg od, andl that we were
doing the investigative work alongside the secuggm.So in these
instances, we tee direction from Scurity.

Q. Did he give you any sense of the severity of the incident at that
point?
A. No.2%7

As of July 31, Equifax did not definitively know how the attackers enitdre ACIS
environment, buEquifax suspectethe attackers uitedan Apache Struts explci# The
Vulnerability Assessment team conducted a review of closed vulnerabilities for the ACIS portal,
looking for potential avenues of exploitatihThe team discoveredsaanperformed on
January 25, 201f@adidentified aremediated Apache Strutsinerability on the ACIS
platform>Dev el opers provided Vulnerability Assesst
WAR file i a compressed package containing all of the files and other Java components used to
run an applicatio&'! The WAR file confirmedhe ACIS application was runningwailnerable
version of Apache Strugs

Lateron July 31 the Vulnerability Assessment team conducted a manual review looking
for additional instances of Apache Struts on other seft?&siulnerableversion of Apache
Struts was discovered on a second server within the ACIS appliédtmuifax did not load a
SSL certificate on this server, galid not have visibility into the traffic to and from this
server* Equifax uploaded 8SL certificate fothis domain on August 3¢

Based on information confirmed on July 31 by the lead forenslgsanslauldin stated
Al felt |ike I knew at that po# &herepotedthistBl | ha
John Kelley on July 31but did not ifiorm David Webl3* Mauldin testified:

237\Webb Transcribed Interview at 31.

238 Mauldin Transcribed Interview at 556.

239 CTC Project Sierra at 7.

2401d. at 8.

241 Understanding WARSPRING.IO, https://spring.io/understanding/WARst visited Oct. 18, 2018).
242 CTC Project Sierra at 8.

243 Id.

244 |d

245 Id.

246 Email from Berlene Herren, Vice President Cyber Threat Resistance, Equifax, to Susan Mauldin, Chief Sec.
Officer, Equifax (Aug. 9, 2017, 2:36:00 PM) (on file with Committee, EFXCOS&I OGR000120415
EFXCONGSSTOGR000120416).

247 Mauldin Transcribed fierview at 110.

2481d. at 111.
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Q. Is there any particular reason why you did not report to the CIO your
belief that PlIl may have been exfiltrated in connection with the
security incident we have been discussing?

A. I d cemémberm particular rason about that. . .1 j udt donod
remember thinking about th#st.

August 1, 2017 Graeme Payne provided David Webb with a brief updatfe Project Sierra
investigation He toldWebb the investigatiowas progressing but no new information was

known at the timé*ThiswasWe b b 6s | ast i nv o lewaamileAogustivi t h Pr o]
2017.Webb went on vacation oof the country fromAugust 2 through August 1%,

*k%k

Equi faxds di s cgeachand subsedquentintidentdeapbree fibdings quickly
led todiscussions on how, and whea notify affected individuals. The company would soon
learn the extent of the incideihthe sensitive personal informati&@guifax held on 148 million
consumersvas compromised. Equifax had to quickly prepare for public notificatidhe
massive data breach.

249 Mauldin Transcribed Interview at 113.
250\Webb Transcribed Interview at 34.
2511d. at 36.
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I\VV. Equifax Notifies the Public of the Massive Data Breach

On September 7, 2017, Equifax notified the public about the data breach affecting an
estimated 143 milliomonsumersa number which later increasex148 million Prior to
notifying the public, Equifax attempted prepare a dedicated breach notification website and
staff call centers to manage the influx of consumers seeking informadimut the breach. In
addition, Equifax made changes to its senior leadership.

A. Preparations for Septemb er 7, 2017 Public Notice

After Equifax discovered the breach and took actions to stop further attaeke@mpany
hired an outsideybersecurityffirm to conduct dorensc investigation. The forensic investigation
determined the extent of the breach, the amount of consumer information compyamdstte
identitiesof affecied consumers. Equifax initiated Project Sparta to prepare for public
notification.

1. Equifax Briefs Senior Leaders and Bedins Forensic Investigation

July 31, 2017i CIO DavidWebbinformedCEO RichardSmithabout the security incident, but
explained limited information was availalffeWebbstatedhe thought it prudent to inform the

CEO at the time because the incident i nvol ved

customers every year send in disputes or complairitendif the online service [was] not
available, then they call the calle n t2®@Dusng the next fewveeks Equifax scrambletb
prepare for public notificatioof the data breacand the intense public scrutimich would
follow.

August 2, 2017 Equifax contacted outside counseld informed the Federal Bureau of
Investigation about the breaghOutside counsadontactedhe cybersecurityfirm Mandiant?s
Equifax hired Mandiant to complete a comprehensive forensic review of the breach and
determine the scope of the intrusiem.

August 3, 2017 Mandiantconductedts forensic reviewfrom August 3 to October.2’ To
complete its forensic review, Mandiant preserved titalthses the attackers accessetiran a
search for any relevant queries the attackers used when accessing the éadbadmnt
identified potentl access points based on forensic markers left behind by the attackers on

252\Webb Transcribed Interview at 31, 33.
253|d. at 33.

254 Briefing by Russ Ayrednterim Chief Sec. Officer, Equifax, to H. Comm.@v er si ght & Govdt Ref o
Comm. on Science, Space & Tech. Staff (Oct. 19, 2(M@yldin Transcribed Interview at 77.

*Briefing by Mandiant, to H. Comm. on Oversight & Gov?d
Staff (Aug. 17, 2018).

256 Mandian, Mandiant Reportl (2017) (on file with Committee).

»"Briefing by Mandiant, to H. Comm. on Oversight & Govéd

Staff (Aug. 17, 2018).
258 |d,
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Equi fax&IT heedfvems.used these forensic markers
discover the extent of the information they were able to access.

August 11, 2017 Mandiant first identified ptential access to consumer Bil the attacker?
August 15, 2017 Equifax employees informe8mithconsumer PI1l was likely stoleft.

August 17, 2017 By this date, Equifax determinédl ar ge v ol umes bal consum
been ¢ o mptSenoileaderdhipé&rom Equifax, a Mandiant representative, and outside

counsel met to discuss tbhagoing forensiénvestigatior?® Senior leadership included the CEO,

CIO, Chief Legal Officer, Gief FinancialOfficer, and the business lead for the ACIS

environment® Mandiantcontinued itanvestigationafter this meetingo determine the extent of
compromisedonsumer data.

August 241 27, 2017F Mandiant confirmea significantvolume of Pllhad beeraccessety
theattackers®> The forensis firm coordinated witfEquifaxdatabase owners to identify what
dataattackersacessed and the affext individualg® This process was challenging because
Equifax did not have a list of database ownansl certain data within the databases was not
clearly identifiable On August 24 and August 25, Smith informed the Equifax Board of
Directors about the breaéfi.

September 1, 201i7 Equifaxconvened a Board meeting to discuss the investigation, theo$cale
the PIl compromise, and notification plaffsAnother senior leadership team meeting occurred
later this day. Mauldimttendedhe senior leadership teameeting andgtatedtopicsdiscussed
included the status of the forensic intggmtion, the number ddffectedrecords, possible causes
of the incidentand actions to complete the investigatitin.

259 Id
260 Id

261 Oversight of the Equifax Bata Breach: Answers for Consumers: Hearing Before the Subcomm. on Digital

Commerce & Consumer Prot. of the H. Comm. on Energy & Comnierid,Cong. (2017) (ppared written
statement oRichard SmithFormerChief Exec. OfficerEquifax).

262|d_

263 Mauldin Transcribed Interview at 80, 120.

2641d. at 80.

%Brjiefing by Mandiant, to H. Comm. on Oversight & Gové
Staff (Aug. 17, 2018).

266|d_

267 Calendar invitation for Equifax Board of Dirtecs call on Aug. 24, 2017 (on file with Committee, EFXCONG
SSTOGR000122875); Calendar invitation for Equifax Board of Directors call on Aug. 25, 2017 (on file with
Committee, EFXCONE&STOGR000122876).

268 Qversight of the Equifax Bata Breach: Answers for Consumers: Hearing Before the Subcomm. on Digital
Commerce & Consumer Prot. of the H. Comm. on Energy & Comnierid,Cong. (2017) (pmpared written
statement oRichard SmithFormerChief Exec. OfficerEquifax).

269 Mauldin Transcribed Interview 420-21.
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September 4, 201i7 Equifax,with forensic support from Mandiardpmpleteda list of
approximatelyl43 million affeced consumerg?

Whil e the Board convened and senior | eader

investigation, other Equifax employees prepared to laumgdaated breach notification
website and establish call centers to suppansumer outreach

2. Equifax Launches Project Sparta and Prepares Call Centers

In mid-August 20¥, Equifax initiated a responselated effort calledProject Sparté’*
The purpose of Proje@parta was to create a consuifaming website fomdividualsto find out
whether they weraffectedby the breach andf so, to register for credit monitoring and identity
theft service$’2The technology lead fdhis project reported t&/ebband the business lead
reported tdSmith?”*Webbsaid his role was to ensure sufficient resources were directetttowa
this project including an estimated 50 to 60 IT employ&eRaynetestified

The Project Sparta team was just told that there was a significant breach
they were workingon for a customer, and so they . really had no
knowledge about what theyere preparing for, but they were preparing all
the systems and integrations and standing up the web portal for a mass
amount of consumers to hit our systefhs.

Mauldindes cr i bed her r ol e i n?6Hesastheecartyes s as
team reviewed the final website design and security corari@e/ days prior ttaunch?’? She
statedthere was a robust technical discussion, but did not recall any major security concerns at
thetime. DocumentshowEquifax undertook a signifant effort to design and prepare this
external websité’®

In the weeks leading up to the public notifioaton September 7, Equifasobegan
preparations to stand up dlaenter capabilityPaynedescribed the challenges they fade
establishmg a call center. He testified:

We had to start preparations to ramp up the call centers for thetedpe
influx of calls . . . .[R]Jemembering that Equifax is generally a B2B

210 Qversight of the Equifax Bata Breach: Answers for Consumers: Hearing Before the Subcomm. on Digital
Commerce & Consumer Prot. of the H. Comm. on Energy & Comnigreid,Cong. (2017) (prepared wién
statement of Mr. Richard SmitRprmerChief Exec. Officer, Equifax).

2"1Webb Transcribed Interview at 77; Payne Transcribed Interview at 140.

212\Webb Transcribed Interview at 75; Payfiranscribed Interview at 138.

213 payre Transcribed Interviewt 13839.

21\Webb Transcribed Interview at 75.

25 payne Transcribed Interview at 138.

278 Mauldin Transcribed Interview 1334.

277 |d

278 Email from Jith Dhil to multiple Equifax recipients regarding Project Sierra Readiness fgll¢8ept3, 2017,
1:27:00 PM) (on file with Committee, EFXCONGSTOGR000067693Equifax, Project Sparta Design Document
(Sept. 201Y (on file with Canmittee, EFXCONGSSTOGR00008096EFXCONGSSTOGR000080966
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[business to bsiness] company . .we d bavedd huge focus on
consumersSo we had to onboard a bunch of external thadty call center
agents. . . .| had to get my team organized telfn support them and . . .
make sure we had. . all the onboarding procedures set up so they could
get access to all systems they nedddak able to do their jol8%.

PaynesaiEqui f ax A h d,800[tabcenteslangpe rutps i n 2ATestirmomykandor s O .
documents shown intense level of activitypok placeto prepare for the public notification on
September,72017

B. September 2017 z Equifax Notifies the Public

Equifax publicly announced the data breach on September 7, 2017. The company soon
found its website and call centers overwhelmed by individuals seeking information in the wake
of the breach. Before the end of Septembe E q CID,fC8Q, ansi CE@etiredfrom the
company

1. September 7, 2017 7z Equifax Publicly Announces the Data Breach

On September 7, 2017, Equi f a»xffeéingnounced a
approximately 143 million U.S. consumétsEquifax saicthe type of consumer information
accessed included names, Social Security numbers, birth dates, addresges,jande r 6 s | i ¢ e n
Equifax saidhe attakers accessed 209,00@edit card numbers arid2,000credit dispute
documentsvhich contained P]#2

Equifaxdirected consumers to vigtuifaxsecurit017.comfor additional information
(see Figure p** Equifax intended for this website to: (1) tell consumers whethergbesonal
information was compromisednd (2) facilitate enrollment in credit mitaring and identity
theft protection services.

219 payne Transcribed Interview at 140.
2801d. at 142
281 pressReleaseEquifax, Equifax Announces Cybersecurity Incident Involving Consumer Informé8ept. 7,

2017) https://investor.equifax.com/nevesidevents/news/2017/697-2017-213000628
282 |d
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EQUIFAX' [Vl BUSINESS =~ GOVERNMENT  ABOUTUS - CSupport 3 Blog %-

PRODUCTS & SOLUTIONS  LEARN & SUPPORT CREDIT REPORT ASSISTANCE CUSTOMER LOG IN

Equifax Cybersecurity Incident:

To learn more about the cybersecurity incident, including whether your personal information was
potentially impacted,

or to sign up for complimentary identity theft protection and credit file monitoring

Click Here to Enter
www.equifaxsecurity2017.com

Figure 6: Equifax Websiten September 7, 2017

Equifaxconfirmedit would provide one year of free monitoring and identity theft
protection srvices tovictims of the breackf* These services includeghonitoring of credit
reports by the three major credit bureaus; copies of Equifax credit reports; capability to lock and
unlock Equifax credit reports; identity theft insurance; and internet saaforiisocial Security
numbers.

Equifax sent a letter tofficials in all fifty states disclosing the data breach, as required
by state data breach notification lat#sThe letter explained the circumstances of the breach and
the steps Equifax took to protect consum#rghe letter included the approximate numbg
potentially impacted residents in the stéte.

2. Other Stakeholders React to Equifax Announcement

I n the after mat h oundemeitgquifaxd a x 8 $ ofgllBHdercentc @ n n
in the first weekwiping out $6 billion in market valu#é Multiple federal regulators, including
theFTC and theCFPB,announced or confirmed investigaticfidJS-CERT warned consumers
about possible phishing scams leveraging the Equifax data Bfelsiehtiple congressional

284 Id

285 etter from Phyllis Sumner, King and Spalding LLP Stimte Attorneys GenerBlistribution List (Sept. 7, 2017)

(on file with Committee, EFXCONGSTOGR00000110i7 EFXCONGSSTOGR000001108).
286 .

287 Id

28 paul R. La MonicaEquifax Shares Plunge Again35%in PastWeek CNN BUSINESS(Sept. 14, 2017)
https://money.cnn.com/2017/09/14/investing/equitock/index.html

289 Dustin Volz & Susan Heavy-TC Probes Equifax,dp Democrat likens it to EnronREUTERS(Sept. 14, 2017),
https://www.reuters.com/articleexjuifaxcyberftc/ftc-probesequifaxtop-democraflikens-it-to-enron
idUSKCN1BP1VX Ben Lane CFPB, Houg Financial Services Committee Begin Investigating Equifax Data
Breach,HOUSINGWIRE (Sept. 8, 201) https://www.hogingwire.com/articles/4126&fpb-housefinanciat
servicescommitteebegininvestigatingequifaxdatabreach

2% press Releast)S-CERT, Potential Phishing Scams Related to Equifax Data Bré&ept. 14, 2017)
https://www.uscert.gov/ncas/currergctivity/2017/09/14/PotentigPhishingScamsRelatedEquifaxDataBreach
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committees called for heags and requested documenitee Committee launcheits Equifax
investigation on September 14, 2017.

3. Website and Call Centers Overwhelmed

Almost immediatef, problemsexistedw i t h E gublic fesprn&?% The website and
call centers were overwimeed with requests for information afeft consumers without answers
as to whether they were affected by the bré&ch

a. EquifaxSecurity2017.com Issues

TheEquifax Project Sparta teaset upa website and supporting infrastructure to handle
intake from ptentially 143 million individuals in approximately three weeks (middle of August
T September 7). The team createdehaifaxsecurity2017.comebsite, which was separate
from Equi f ax égsifaxcomiSecurityexpessthaught directing consaersfrom
equifax.conto equifaxsecurity2017.corior data breach informatiowas not securbecause the
link looked suspicious and confusit#¢§Thelongwebsitelink wasevenconfusing to Equifax
employees. Forexamplge,q ui f ax 6 s Tdirected castonretc apbishimg website for
nearly two weekfecause an employee accidentally reversedrither of thewords(seeFigure
7)_295

®lLetter from Rep. Trey Gowdy, Chairman, H. Comm.
Chairman H. Comm. on Science, Space & Tech, to Richard Smith, Chairman & Chief Exec. Bffistx (Sept.
14, 2017).

292 Dustin Volz & David SephardsoiGriticism of Equifax Data Breach Response Mounts, Sharatlg REUTERS
(Sept. 8, 201); https://www.reuters.com/article/ejuifaxcyber/equifaxsharesslumpaftermassivedatabreach
idUSKCN1BJ1INE
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23 Michelle SingletaryE qui f ax Says | tos Over whe lettingthe Rinarousd Cust omer s

WASHINGTON POST (Sept. 19, 2017 https//www.washingtonpost.com/news/giere/wp/2017/09/19/equifasays
its-overwhelmedts-customerssaythey-are-gettingthe-runaround/?utm_term=.0ca3bee79bch

2% ily Hay Newman All the Ways Equifax Epically Bungled Its Breach RespofsReD (Sept. 24, 207),
https://www.wired.com/story/equifalireachresponse/

2% pDell CameronEquifax Has Been Sending Consumers to a Fake Phishing Site for AlImost TwpGNaekso
(Sept. 20, 2017https://gizmodo.com/equifalasbeensendingconsumergo-a-fake-phishings-1818588764
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Equifax Inc. @ @Equifax - Sep 9 v
Replying to @StevenJDupre

For more information and enrollment, please visit: securityequifax2017.com for
assistance. -Tim

O ) v =

PBS NewsHour follows
Equifax Inc. @ @Equifax - Sep 9 v
Replying to @coreyspring

For more information, please visit: securityequifax2017.com -Tim
Q 2 5 Q &

Equifax Inc. @ @Equifax - Sep 9 v
Replying to @CybrFinance

You can sign up for our TrustedID Premier for free for 1 year. For info and
enrollment, visit: securityequifax2017.com -Tim

O 1 n Q (=

The phishing website waseated by a security researckéPeople who clicked on the fake link
and attempted to submit their personal information were greeted by the followhugp ((ege

Figure8):

Figure 7: Equifax Twitter Thread

m securiyeaufaxz017.com says:

you just got bamboozled! this isnt a secure site! Tweet to @equifax to get
them to change it to equifax.com before thousands of people loose their
info to phishing sites!

OK

Whether you are here for the first time or returning,
please enter the information below and dlick Continue.

Last Name

Smith

Last 6 Digits of Social Security Number

ZIP Code

90210 =

Figure 8: Popup Window on securityequifax2017.cBimishingWebsite

Thereal websitegquifaxsecurity2017.comrovided consumers with incomplete or
incorrect information. For example, some individuals who attempted to sign up for credit

296 Id
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monitoring services weneot enrolled or received error messatjem other instances, people
received conflicting answeeboutwhether they were affected by the data breslcn they
visited the website from their computer versus their mobile pttdhbeewebsite challenges
were significant and had a serieffecton consumer confidenc@/ebbtestified

[1] think there was a gnificant demand on the systemind it 6s one of
those things, we tried to get ready very quickly, beeamse we understood

.. .we needed to do something, there was very little time to prepare for a

web-scale solutior?®

Paynes ai d he tthaung dti ditahe@ r end yu pg ofbad ¢ corbsou se ra
that[could] handle that sort of traffic isuch a shorttime¥He sai d a fAbottl eneck
system led to delay8. A major cloud service providevith the ability to accept a large amount
of input hosted the website, but Equifaaslimited in processing this input due to constraints
with the Equifax system.

Many consumers attempted to sign up for Equifax services, but their registrations were
delayed because the internal Equifax system coofighrocess a large amount of requests at one
time. Payneused a analogy to explain the situatippomparing the large number of registration
requeststa bat htub full of water, and Equifax0os in
drips He testifed

[So] we filled up the bathtub, but we could only bring the actual transactions

into our systems, because our syseonly had a finite capacito the

bathtub filled up, and we turnelig tap on, and it dripped out. All right.

And the bathtub keptlling up, and the drip kejgcoming out, and . . it was

filling up way faster than we could open the fascnd let the drips come

out. And so each day we were trying to tune those taps to@eeartuch

more we can let through . a.nd t h at 6ves arhuge backiog of e

people that had register®d but didndét have

Payne stated a coding issue initially affe
identify whether a consumer wasrictim ofthe breachHe saidthe pressure wastense and
Apeopl e wer e wor kdwhighlikeéhalgd to thecoding ohistaké He sadlite
coding mistake was addressed quycklut statedit h e [ p u b Hamage was Hoagby o n s ]
that 3%t age. 0

297 SeeYuki Noguchi,After Equifax Hack, Consumers Are On Their Own. Here Are Six Tips to Protect Your Data
NPR (Sept. 14, 2017hitps://www.npr.org/2017/09/1850949718/afteequifaxdatabreachconsumersare
largely-on-their-own.

2% SeeBrian Krebs Equifax Breach Response Turns Dumpster,/KIREBS ONSECURITY (Sept. 8, 2017),
https://krebsonsecurity.com/2017/09/equitareachresponsdurnsdumpstesfire/.

299Webb Transcribed Interview at 76.

300 payne Transcribed Interview at 144,
301 Id.

302 Id

303d. at 145.
30414,
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b. Call Center Frustrations

Delays and frustrationsxistedwith the call center Equifax established to respond to
consumer gusions and provide assistan&ame individuals who called the dedicated call
center phone number listed equifaxsecurity2017.comere unable to find out whether their
personal information was compromised in the bré&eDthers failed to reachnaactual person to
talk tobecause the volume of calls overwhelmed the number of customer service representatives
staffing the phone lines.

Prior to the breachEquifaxemployedapproximately 500 customer service
representative¥*Equi f ax hired and trained At hoesands m
to staff its call center®’ Despite this, all centers were understaffed and the remietives were
untrained® Payne testified about Equifax failing to sucdelg roll out the call centers. &l
stated

My personal view is that we I€fitt] too late to start ramping [uppme of

those call centerdAnd . . .i n Equi fakbeugrrfensés somet hin
theydd never be ehatsdrthofscalegso . évenfjustr e on t
identifying a third party that could ramp that many resources that quickly

and getliem trained up. . we were working round the clock .there was

a huge amount of effort going to makere that we tried to . . . reduce the

impact, but . . our processes juster en6t geared tap to that (I
quickly expand and get all the systems we had up and to do it in a secure

way 309

ThoughEquifaxspentsignificanteffort andresource®n the website and call centers to
handle posbreach announcement traffibe companyailed to adequately prepat@respondo
a data breach of this scale.

4. Three Senior Equifax /| £ZEAEATI O O2AOEOAS

On September 12017, Equifaxannouncedhe retirement of it€hief Information
Officer and ChiefSecurity Officerst

305Brian Fung, Called Equifax with a Simple Question. This Is What HappeivedHINGTON POST (Sept. 13,
2017),https://lwww.chicagotribune.com/businesstquifaxdatabreachcustomersservice20170913story.html

306 See Oversight of the Equifax Data Breach: Answers for Consumers: Hearing Before the Subcomm. on Digital
Commerce & Consumer Prot. of the H. Comm. oarfiy & Commerce]l 15h Cong. (2017) (prepared wien

statement oRichard SmithFormerChi ef Exec. Of ficer, Equi fax). Smith tes
shortcomingso during the call center r océntesfot , i ncl udi n¢
Hurricane Irma in Florida.

307|d.

308|d, SeealsoRonLieber,Finally, Some Answers From Equifax to Your Data Breach Quesfibis TIMES (Sept.
14, 2017) https://lwww.nytimes.com/2017/09/14/yemroney/equifaxanswersdatabreach.html

309 payneTranscribed Interview at 14423.

310 press Release&quifax, Equifax Releases Details on Cybersecurity Incident, Announces Personnel Changes
(Sept.15, 2017) https://investor.equifax.com/nevesmd-events/news/2017/085-2017%224018832
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David Webb, the former ClQvaswith Equifax for seven yearble testified his
retirementwas a fanned but conceded this was not completely true wheaduedi i t wa s
accel énWeahbsadhe was paid through the end of the year and did not receive a
retirement Apackageo beyond a pension for whi
Equifax3®*We bb di d not @ hav e hisretieeméninads bhcceterateddeestatéed on  wh
Al felt 1 stildl had a |l ot to offer the compan
deci sion that was®made at the board | evel .o

Susan Mauldin, the form&SO,waswith Equifax for four years ahtestifiedher
departure was connected to the data brés#@hestateds he fihad requested ret.]
the data breach and so t he 3 \Mebbesifred,i [dMadu ledkit re]n d
retired on the same day that | diéut the decision to have Susdutauldin] exit the organizatin
was made earlier than thait¢

On September 26, 2017, Equifax announced the retirement of CEO Richard'Smith.

C. October 2017 z Forensic Investigation Completed and Senior Equifax
Employee Fired

Mandiant identified2.5 million additional affected@onsumersfter the September 7

announcemenDnth e same day Mandi ant,&quifaktarmieaged i gat i on
Graeme Paynfor failing to forward theMarch 9GTVM Apache Strutpatchingalert.

1. October 2, 2017 z 2.5 Million More Victims Announced

On October 2, 201 Mandiantcompleted the forensic portion it investigationi'®
During its investigation, Mandiamiadfound a number of failed database queries hidden in web
shells created by the attacké&fs-urther analysis showed these queries were succeé¥sful.
Mandiant identified an additional 2.5 million individuals whose personal information was
compromised in the breachhis brought the total number of U.S. consumers victimized by the
Equifax daa breach t@ver 145 millionl n d e s c r i b ifimdgpgs NEquifadsiatech t 0 s

311\Webb Transcribed Interview at&l

3121d. at 8.

3131d. at 82.

314 Mauldin Transcribed Interview at®

3151d. at 9.

316\Webb Transcribed Interview 4089, 113.Webb explained the decision to look for a new CSO was made
approximately two weeks prioot Maul di nds announced retirement.

317 Press Release&quifax, Equifax Chairman, CEO Richard Smith Retires; Board of Directors Appoints Current
Board member Mark Feidler Chairman; Paulino do Rego Barros, Jr. Appointed Interim CEO; Company to Initiate
CEO Searh, (Sept.26, 2017) https://investor.equifax.com/nevesidevents/news/2017/686-2017-140531280

318 press Releas&quifax, Equifax Announces Cybersecurity Firm Has Concluded Forensic Investigation of
Cybersecurity Inciden(Oct. 2, 2017)https://investor.equifax.com/nevesdevents/news/2017/102-201 7
213238821

SBriefing by Mandiant, to H. Comm. on Opeee&Techht & Govo
Staff (Aug. 17, 2018).
320|d_
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https://investor.equifax.com/news-and-events/news/2017/10-02-2017-213238821
https://investor.equifax.com/news-and-events/news/2017/10-02-2017-213238821

The completed review determined thaproximately 2.5 million additional

U.S. consumers were potentially impacted, for a total of 145.5 million

Mandiant did not identify any evidencd additional or new attacker

activity or any access to new databases or tables. Instead, this additional

popul ation of consumers was confirmed duri
the remaining investigative tasks and quality assurance procedures built into

theinvestigative processé!

2. Senior Equifax Employee Terminated for _(Failing to Forward an Email o

On October 22017,Equifax terminated Graeme Payne, the Senior Vice President and
CIO for Global Corporate Platforms tasked with managing the AGi&onment*? Paynewas
a highlyrated Equifax employee for seven years prior to the data b#&ach.

Payne told the Committdes was called into a meeting with two human resources
employees who advised hine was being terminated as a result of the inticherestigatiorF*
When he pressed for more inforneatiabout the investigation, human resoudsdined to
provide any documentatiooifthe investigation, bubld Paynehe failed to forward an ematt

On October 3, the day aftBayne was terminatefbrmer Equifax CEO Richard Smith
testified before Congress and repeatedégntionedan individual who had failed to act on a
security warningsee Figure 9% In his testimonybefore the House Engy and Commerce
Committee Smith made the followingtatements

1 AThe human error was the individual who is responsible for
communicating in the organization to apply the patch didot.

1 ACongressman, we get notifiaais routinely, the IT team aneé&urity
team do, to appljpatches] This individual ad mentioned earlier did
not communicate to the right level to apply the patéh.

1 Al described it as a human error where an individual did not ensure
communication got to the right person to manually patch the
application. That was subsequently followedéyechnological error

321 Id

322 payne Transcribed Interview at 10.

3231d. at 147.

324 Id.

3251d. at 148.

326 Tara Siegel Bernarél Stacy CowleyE qui f ax Breach Caused by Lone, Empl oyece
NY TIMES (Oct. 3, 2017)https://www.nytimes.com/2017/10/03/business/equifargressiatabreach.html

327 Qversight of the Equifax Data Breach: Answers for Consumers: Hearing Before the Subcomm. on Digital

Commerce & Consumer Prot. of the H. Comm. on Energy & Comnigr, Cong. (2017) {estimony ofRichard

Smith, FormerChief Exec. Officer, Equifax).
328 Id.
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where a piece of equipment we use which scans the environment
looking for that vulnerability did not find @2

Figure9: Former CEO Richard Smith Testifies before Congress (Oct. 3, 2017)

Paynetold the Committee he watch&mi t hés congressional testi
h a p p%Paye elaborated asdidSmith testified the breachas attributed to a human error
(failure to forward an emaignd system erréf: Payne stated Al put t wo and t wo
thoughtoh,tht must be the enfdi |l theyodre referring t

PaynesaidS mi t hdeny ewdas mia gr osobwhaacmaglyhad i cat i on
occured and . . the complexity of this. . . . [Ald here we are in front ofdDgress testifying
that, oh, no, it was just simple act of one person who forgot to forward an email, which is just
way,waysimplé j ust a gros¥® simplification. o

Paynetestified regarding thallegedfailure to forward thévlarch 9, 201 GTVM
patchingalert email on the Apache Struts vulnelipi** He stated

329 Id.
330 payne Transcribed Interview at 149.
331 Id.
332 Id.
333 |d

334 SeeEmail from GTVM, Equifax, to GTVM Alerts, Equifax (Mar. 9, 2017, 9:31:48 AM) (on file vidthmmittee,
EFXCONGSSTOGR000000050 EFXCONGSSTOGR000000060).

51



To assert that a senior vice president in the organization should be
forwarding vulnerabity alert information to people . sort of three or four

|l ayers down in the organi zawaegn on every
doesndt maké ahwntéensbéde process that the c
on, then tBRatds a probl em.

Payne was just one of 430 employees to whoenGTVM email alert on the Apache
Struts vinerability was sent*® Payne saidhe was copied on themailfor informational
purposesbut no specific action was required of him. He stated:

A. So on the GTVMemail alert] I think all the ClOs wee copied on
that information.But, as | indicated, it was probably more for
information than anything.

Q. | t wresessary for action on your part?

No, because | dit have a responsibility under thgatch
Managementpolicytoi |  w tassyst@®m owner or an application
owner3’

Paynewas never directebly anyoneo forward such emaifse

A senior Equifax official was terminated for failing to forward an efhaih action he
was not directed to dothe day before former CEO Richard Smith testifretront of Congress.
This type of public relationmotivatedmaneuver seems gratuitous agathstback drop of all
the facts.

D. Early 2018 z Victim Total Rises to 148 Million

Even after the initial forensic investigation concluded, Equifax identifieceaffected
individuals.OnMarch 1, 2018, Equifax updateits September and October public
announcemesiandconfirmed the identities afnadditional2.4 million U.S. consume@wh o s e
names and partial driverdés | icense informatio
identi fied af3*Thisanmodncemenphuolgiittotabnmumber of individuals
harmed by the data breach to 148 million.

335 payne Transcribed Interview at 115.

336 payne Transcribed Interview at 128; Mauldin Transcribed Interview ate®tér from Theodore M. Hester,

Equifax Counsel King & Spauldingto Rep. T&po wdy, Chai r man, H. Comm. on Oversi
Lamar Smith, Chairman, H. Comm. on Science, Space & Tech. (Mar. 30, 2018) at Appendix B at 9 (on file with
Committee) (listing GTVM recipients).

337 payne Transcribed Interview at-26.

338|d. at 154-55.

339 press Releasgquifax, Equifax Releases Updated Information on 2017 Cybersecurity Ingc{tiésmt. 1, 2018)
https://www.equifaxsecurity2017.com/2018/03/01/equifabeasesipdatedinformation2017%cybersecurity

incident/
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On May 4, 2018Equifax provided a statement for the rectrdhe Committee

descri bi t he

ng

| ocati on

of

data stol en

by

number ofdatabase tables with different schemas, and the data elements stolen were not
consi st e n¥Addgitionalddreadic ardilysi allowed the company to confirm
approximate numbers of affect consumers for 12 standard data elenfénibese data
elementsncludename, date of birth, Social Security number, address information, gender,

phone
dat e,

number ,
Tax!l D,

dr i
and

ver 6s |
dr i

ver 060s

cense
I i

number ,

cense state.

Equifax provided the following chart summarizitige categoriesf data compromiseith
the 2017 data brea¢keeFigure10):

Data Element
Stolen

Standardized
Columns Analyzed!

Name

First Name. Last
Name. Middle Name.
Suffix, Full Name

Approximate
Number of
Impacted U.S.
Consumers

146.6 million

Date of Birth

D.0O.B.

146.6 million

Social Security
Number?
Address
Information

SSN

145.5 million

Address, Address2,
City, State, Zip

99 million

Gender
Phone Number

Gender

27.3 million

Phone, Phone2

20.3 million

Driver’s License
Number3

DL #

1 7.6 million

Email Address
(wlo credentials)
Payment Card

Nuniber and
Expiration Date

Email Address

1.8 million

CC Number, Exp Date

TaxID
Driver’s License
State

[axID
DL License State

209.000

97.500
27.000

Figure 10: Data Compromised in 2017 Data Breach

340|_etter from Theodore M. Hester, Equifax Counsel King & Spaulding to Rep. Trey Gowdy, Chairman, H. Comm.

on Oversight

at Appendix A (on file with Committee).
341 Id.

& Govot

Refor m,
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In additionto data outlined inigure 10, Equifaxconfirmedattackersaccessed images
upl oaded to Equi faxo6s Iimatelyl82600d.5.sqmaumnmés. por t al b

E.- AT AEAT 080 &1 OAT OEA '1T AT UOEO 7AO0 #EAII

The forensic analysis conducted in the aftermath of the Equifax data breach was
challenging due to the cqotexity of the Equifax IT environmenSusan Mauldirstatedt took
Mandi ant several weeks (from early August wup
[ of 1 mpacted c¢ ons ume r3*sMauldinbxalairedwhyehis arfalgsis tookf i r m a
so long, testifying

My understanding of #vas that it was very complekXhe data was in many

different tables and databases, Ankiages had to be understoddd then

you had to make suretha y o u w e r-ceunting).If adrexardid here

andt 6 s h £notecount that ppeyson twicBo to make allwvances for

thatand... t s just my recollection that it was
everything and make sure that they had a correct number with all factors

considered that could have cigged that number

Mandiantexplainedhe challenges dbrensic analyis in the Equifax environment.
Mandianttold the Committeat had to work with the datease ownis to understand the meaning
of data not clearly identifiabfgs A list of Equifaxdaabase owners did not exist. Therefore,
Mandiant had to identify and verify database ownerbkipreit wasable to begin itenalysis

Paynetestifiedas towhy the forensic analysis was so challengiig.said the
complexity of the Equifax I'environmentwhich negativelaffectedsecurity capabities, also
hinderedforensics Paynestated

| 6d worked in financi alli anckthelequfag s and ot her
technology mfrastructure is very complek.t 6 s v e r lyhascgotrap | e x .

hugeamount ofi lots of different systems, lots of complexity, lots of matrix

manage me rsfjustdifacaltd . .an d 1 thoge [agaunt] . .aof

history of how some fothose systems came togeth8ro i t Bist §su st

complicated®

342 etter from Theodore M. Hester, Equifax Counsel King & Spaulding to Rep. Trey Gowdy, Chairman, H. Comm.
on Oversight & Govdt Refor m, Rep. Lamar Smith, Chair ma
at Appendix A (on file with Committee).

343 Mauldin Transcribed Interview at 137.
344 |d.

%Briefing by Mandiant, to H. Comm. on Oversight & Gové
Staff (Aug. 17, 2018).
346 payne Transcribed Interview at 152.
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V. Specific Points of Failure: Equifax® @formation
Technology and Security Management

In many ways, Equifax operates like other global financial compattie stock is
publicly tradedemployees reside icountries around the worldnd major corp@te and
government contractsither tharsales to individual consumetseatetk company 6s ear n|
However,Equifax deviates operationally from similar corporationseveral waysEach of
these deviations can be traced to specific points of faiisdtingin the 2017 data breach.

A. Equifax IT Management Structure Lacked Accountability and
Coordination

1. IT Organizational Structure at the Time of the Breach

Prior to 2G3S0seportdetqthen-Cl@ Robest Weblk{no relation to David
Webb)3*" This reporting structure resulted in Robert Webb having responsibility over the IT
security functioded by the CS®* An internal restructuring altered this reporting relationship
during Robert Webbodés tenure. FolChiefhegahg t hi s ¢
Officer instead of the CIO.

Richard Smith was hired as the gpra n y 6 $n 2@E“Orony Spinelli was also hired
in 2005to fill the role of CSQ at the diection ofSmith3s° Equifax executiveknewgrowing
security risks and compliance requirentsnecessitated n over haul of t he ¢ omg
stance® Spinelli was tasked with establishing the first compauge IT security standard&?
Spinelli presented the Equifax Board afé&xtors with a thregear, $15 million plan to
reorganizdT security across the enterprise.

The working relationship betwe&1O Robert Weblandhis subordinate CS®ony
Spinelidevol ved due t o ff weodhe significanldcisiahivasangdet® e ment s
move the security function out of IT and into tagal office3** PaynetestifiedTony Spinelli

347 Robert Webb served in a variety of rofesm 2004 to 2009including Chief Technology Officer, Corporate Vice
President, and Chief Inforation Officer Executive Profile: Robert J. WeldBLOOMBERG,
https://www.bloomberg.com/research/stocks/private/person.asp?personld=12619528&privcapld=9pr&rd86&
sCapld=60273327&previousTitle=Andreessen%20Horowitz%20(&a& visited Oct. 2, 2018).

348 Webb Transcribed Interview at 80.

349 Executive Profile: Richard F. SmitBLOOMBERG,
https://www.bloomberg.com/research/stocks/private/person.asp?personld=282@aa2capld=562979¢last
visited Oct. 4, 2018).

3%0Webb Transcribednterviewat 81. Tony Spinelli served as Chief Security Officer and Senior Vice President
from 2005 to 2013Tony SpinelliCRUNCHBASE, https://www.crunchbase.com/person/tespinelli#setion-locked
marketplacelast visited Oct. 3, 2018).

351 Cara Garretsorgquifax Ratchets Up SecuritfETWORKWORLD (Apr. 30, 2007),

https://www.networkworld.com/article/2298600/accesstrol/equifaxratchetsup-security.html
352 Id.

3531,
354\Webb Transcriled Interviewat 8081.
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Ainstigated moving secur it ywThus, thenSeouuty si de of |
organization was removed from the control of the CIO and placed under the purview of the Chief
Legal Officer. The ChieflLgal Of fi cer was then referred to a

In 2010,Equifax hiredDavid WebbasCIO following RobertWebld s r e t¥iTheea me n t
in 2013,Susan Mauldin took ovehe CSO position aftefony Spinellileft Equifax3%® The
company did not revethe IT organizational structure back to its original form despite multiple
discussions between David Webb and Equifax leadetstip so(see Figure 11%°

Richard Smith
Chief Executive

David Webb John Kelley

Chief Legal
Officer

Graeme Payne
SVP & CIO for
Global Corporate
Platforms

Susan Mauldin
Chief Security
Officer

Figure 11: Equifax IT Organizatioal Structure(2013- Sept. 2017)

Webb had multiple conversations abthg structure wittCEO RichardSmith and Chief
Legal Officer John Kelley, and one with Susan MautélilVebbtestified:

Q. Did you ever bring that up whemou were at Equifax that theSD
should report to you as CIO?

A. | did.

Q. Can you give us detail3®hen did you first bring that up@/ho did
you bring it up toAWhat were the discussions like?

A. A couple of occsions when this issue came Wight after | had
started in my role with the company, | asked the question oritwhy
was the way it was, and . .l.really sought to understand the

355 payne Transcribed Interview at 68.

356 \Webb Transcribed Interview at 1-08.

3571d. at 7, 81.

358 Mauldin Transcribednterview at 9; Webb Transcribed Interview at 81.

359 Webb Transcribednterview at 1099.
360 |d
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structure.And given | was new in the role and had plenty on my
plate, | just felt that was acceptable.

The ultimate, the final discussion, actually, was probable@ks
before I retired when we actually did it, finalgreed that we would
move the Security function under IAnd that was aanversation
that | had with [CEO Richardpmith and with the peon whoi
yeah, so it wasgmith| and one othergryson from the leadership
team.And we made a decision that weuld actually look for a new
CSO at that time.

Q. And in the previous conversations you had, was that also with the
CEO?

A. As well as withthe head of securifiyperson responsible for security
[John Kelley]%*

Webb asked Mauldiwhether she would suppartoving the CSO back under the Cf®
Webbtestified:

A. | actually did have a conversation one time with Susan Mauldin
about whether shiought it was a better option.

Q. And what was her response?
A. | think she was comfortable with where it wéks.

Mauldin testified about hdmowledge of the origin of the pamlar organizational
structure. 8e stated:

[T]hat structure was iplace. . . atthe time | arrived at Equifaxt was the
structure that was there with the person thas my predecessoAnd |
knew thati was that structure going ih. dtigqukstian it.| was okay with
it. And so it was just what was there, and tscontinued with what it had
beenz

When asked i f Equifaxés organizational
large and complex organizatiowle b b s i mp | ¥ Webhaiffidnediilo J] @ 6 s mor e
for the CSO to®¥report to the CI O. 0

361\Webb Transcribed Interview at 1-0®.
362 Mauldin Transcribed Interview at 1112,
363\Webb Transcribed Interview at 1-0®.
364 Mauldin Transcribed Interview at 68.

365\Webb Transcribednterviewat 8Q
366,
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The fnal conversation about the organizational structure between Webb, Smith, and
Kelley occurredust two weeks beforéd/ebb took an early retirement from the compamsnid-
September 201%’ During this meeting, the decision was made to move the Security
organzation back under the CI&

On September 12017,Equi f ax announced Webb and Maul d
interim Equifax officials to temporarily fill both positisf® Equifax stated its interim CSO Russ
Ayres would report to the interim CIO Mark Rohrwasser. This reporting structure continued until
February 2018, when Equifax announced Jamil Farshchi as its new Chief Information Security
Officer 27 Farshchi reports dirdly to current Equifax CEO Mark Begor.

2. Operational Effect of the Organizational Structure

The functional result of the CIO/CSO structure md@rdperational and security
responsibilities were splicreating an accountability gaft the time of the e a ¢ h , Equi faxo
organizational structure did nfatcilitate a stron@c10 andCSO partnershipTestimony
demonstrate thedisconnect between IT operations and security

Webb distanced himself and his organization from Secduting his interview with té
Committee and ofte referred the Committee tdauldin for answerg’* For example, he
testifiedto how the topic was approached at senior leadership team mestatgg

[L]et me try and separate information technology from the security
componentpecause | can speak better to the IT function.

We had quarterly business reviews with the entire senior leadership team
where we would talk about the key activities that we were undertaking on
behalf of the business unitd/e would talk about the keyitmtives that

were in flight. We would talk about potential projects that were going well
and potential projestthat were not going so welVe wauld try to keep

them informed And then we wuld also talk about . .what was on the
horizonfrom a technial perspectiveSow edétry to provide . . general
education about information technology and what we were working on.

The security piece of it was typicallywered within the legal reviewAnd

so if you wanted to understand what was being discubsed, tl think you

would need to talk to Susan and to the legal counsel about the content of the
mateaial that was being presentéhat would be my recommendati&a.

367Webb Transcribed nterview at 108)9.

368 Id.

369 pressReleaseEquifax, Equifax Releases Details on Cybersecurity Incident, Announces Personnel Changes
(Sept.15, 2017) https://investor.equifax.com/nevesmd-events/news/2017/095-2017-224018832

370 Press Release, Equifax, Equifax Appoints New Chief Information Security Officer (Feb. 12, 2018),
https://investor.equifax.com/nevemdevents/news/2018/022-2018211659769

371 Webb Transcribed Interview at 12.

3721d. at 13.

58



Mauldin similarly testified about this division of pEnsibilities. For example, sls¢ged
Q. So the scope of your respdriity was . . .companywide?
A. Yes, it was.

Q. Including the systems in Alpharetta, Georgia, the folks that were
responsible for security would have reportedda.ys that correct?

A. Well, to just be cleanwhen you say that, what | think ofand let
me see if tls is answering your questiofo the $curity team had
global responsibility and would establish the policies and the
standards, or the rules, which the IT team would operate under.

And so whernyou say the systems in Atlanta, that makes me think
of the IT team, who is responsibler fimllowing the rules that the
Security team has set fort8o we had a working relationship where
security would establish the rules and work with the IT team to
implement those rules.

Does that answer the question?

Q. Sort of Who would enforce those rules thewho would make sure
that the compliance requirements were met?

A. That was a . .combination of responsibilities, certainly with IT, to
make surehtat their staff was held accountable to the rules and the
policies that were set forthl alsoi o r m $0@y,Security also had
proactive processes that we used to continually scan for and look for
risk for any areas where perhaps there might be a gsgnuething
had not been followed correcti.

Witnesses agreed good communication between and within the IT and Security
organizations was essential, thoughnathesses the Committee interviewsated frustrations
with the proces3Nebb saidii ¢ | ¢ia ardenfor that [line of reporting] to function as a
structure, It requires a hi gh?wWebptestifedabdut coor d
the rgorting structuré effecton cybersecurity indients at the compangtating

[W]hen you havemultiple lines of communication across orgaations,
things happen slowlyso speedtoexact i on i s s| owmean, but that d
the outcomes are differeritjust t&kes longer to get to decisiofs.

373 Mauldin Transcribed Interviewat 1516.
874 \Webb Transcribed Interview at 10.
3751|d. at 109110.
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Il n April 2016, fr usiTgavermamnce gef@ghiwhem antintemal c o mp a
reorganization within IT occurred, and the IT risk and compliance group wasdwnder the
direction ofPayne®® As a resultPaynereceivedresponsibility for access managementalidit
coordination, and I¥Secuity coordinatiorn’

Payne said when he took over the IT @asid compliancgroup in 2016 he met with
Chief Legal OfficerJohn Kelley who waghe head osecurityandMa ul di ndstosuper vi s
discusshow IT could better support thee@&urityteam3® As adirectresult d the meeting,
monthly IT and 8curity meetings were initiated in April 20¥8Kelley, Mauldin, Webband
Payne participated in these meetingan effort to better coordinate functions between the IT
and Security tean?g’

Payne said the ppose of these monthly meetings was to ensure senior leaders had
visibil i t'y on i al kcuritylwas asking I'mtg do, ahdnTawtas b&regponsive to the
thingsthat8 cur ity was aB&kyme suasi d ohedoi.mi ti atered t hes
appeared to be some frustration there on JO0s
oncertainth ngs . . . .t rexturli T ywa¥ Hedettifiedtaniorug hf. or S

[Kelley] did have a listHe rever shared that list with mBut anyway, we
developed we started meeting and we had somewhere between, | would
say, 10 and 20 different initiatives we identified that we wanted to track
through that process, and we started tracking tHdse.

There were a variety of initiatives traak at these monthly meetings, including patch

management and digital certificate deployn&Both of these initiatives turned out to be key
systematic challenges leading to the 2017 data breach.

3. WNOEAAPEO /| OCAIT E AIbeE indffektive BT@OOMADIGNO A

Depending on the organizational reporting structure a company adegiS® and CIO
roles carbe conflicting or complementanjt Equifax, the IT and Security organizations were
siloed, meaning information rarely flowed from one group &dther. @llaboration between IT
and Securitynostlyoccurred whemequired such as when Security needed IT to authaize
change on the networGommunication and coordination between thgsmipswas often
inconsistent and ineffectivat Equifax

Oneexample of théack of IT-Security coordinatiomvasthatmultiple and incomplete
software inventory listaverekept separately by each grolgoth IT and Security rely on

376 payne Transcribed Interview at-43.
377 Id.

3781d. at 34.
379|d_
380|d_
381|d.

32|, at 35.
383 g,

3841d. at 36.
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accurate inventory lists to operate, patch, and monitore c ompany hamdrel sy st e m:
collaborativeenvironment, these lists woute merged into a single master document with both

teams working together to complete the inventériquifax did not have an optimal IT

management environment.

Equi f ax 0s p@oEtecybersectty.Mebb testified Smith helquarterly
senior leadership team meetings whéarsecurity wagustone of the many topics discusséd.
Smith confirmed these meetingsly occurred quarterl$#” Mauldin did notregularlyattend
these meetings because the CB8&s not considered part of the senior leadership team during her
tenure3®® As a result of this meeting cadence, Smith was not receiving timely information on
Equi faxds security poeaceivewas presénted by Kelléyfeeheadeof i on h
the legal department who did not havg &dackground in IT or securityratherthan Mauldin,
the companyb6s ¥ T security expert

E q u i forgaxivagonaktructure prior to the breachith the CSO reporting to legal
wasoutside the norr?® A 2017 report g the Ponemon Institute found 50 percent of CSO survey
respondentseport to the CIG* In contrastPonemorfound only 8 percent of CSOs report to
the generatounseland 4 percent report to the CE®A Pricewaterhous€oopersstudy
published in 2018 concluded it is more common for the CSO to report directly to the CEO or
board of directors, rather than to the GOl he studyfound 24 percent of CSO survey
respondents report to the CIO, while 40 percent report directly to the®€EO.

A number of IT management changes have occurred since the company announced Webb
and Maul di i Septemberi201EinsteEquifax renamed the CSO as the Chief
Information Security Officer (CISO). On February 2, 2018, Equifax appointed Jarsiidraas
its CISO?s Equifaxannounced a revised reporting structure elevating the CISO to directly report
to theCEQO:3 Next, Equifax changed the CIO title to Chief Technology Off{(€ZrO). On June

385 SeeNorm Brien,IT Asset Management: How to be Efficieg@tO (Aug. 10, 2016),
https://www.cio.com/article/30952564/hanagementhassetmanagemenhow-to-be-efficient.html

386 \Webb Transcribed Interview at 12.

387 Oversight of the Equifax Data Breach: Answers for Consumers: Hearing Before the Subcomm. on Digital
Commerce & Consumen&. of the H. Comm. on Energy & Commert&ih Cong. (2017)testimony ofRichard
Smith, FormerChief Exec. Officer, Equifax).

Webb Transcribed Interview at 11; Mauldin Transcribed
referred to Smithah Smi t hés direct reports).

389 Mauldin Transcribed Interview at 18.

390 5eelSACA, CISOBOARD BRIEFING 20171, 3 (2017) https://cybersecurity.isaca.org/essources/cisboard
briefing-2017.

391 PONEMON INSTITUTE, THE EVOLVING ROLE OFCISOs AND THEIRIMPORTANCE TO THEBUSINESS1, 38 (2017),
https://interact.f5.com/rs/653MC-783/images/RPR-BEG1167223548jlobatciso-benchmarkUPDATED. pdf
3921d, at 38, 61.

393 PwC, STRENGTHENINGDIGITAL SOCIETY AGAINST CYBER SHOCKS. KEY FINDINGS FROM THE GLOBAL STATE OF
INFORMATION SECURITY SURVEY 20181, 910 (2018) https://www.pwc.com/us/en/cybersecurity/assetstpwc
strengtheningligital-societyagainstcybershocls.pdf

3%|d. at 10.

3% Press Release, Equifax, Equifax Appoints New Chief Information Security Officer (Feb. 12, 2018),

https://investor.equifax.com/nevemdevents/news/2018/022-2018211659769
396 |d
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15, 2018, Equifax appointed Bryson Koehler as its GTOhe CTO continues to directly report
to the CEO.

Equi f axId managenceghations show the company now recognizes
cybersecuritys a core business functioMaking theCISOandtheCTOpeer s on Equi f ax
seniormanagement team should result in a more productive and collaborative approach to
security.

B. Equifax Had Serious Gaps between IT Policy Development and Execution

At the time of the Imnanageroentprodess faied taes@ldishi nt er
clea lines of accountability for developing IT security policies ardcutinghese policies
There wa adivision of responsibilitiebetweerthe IT and Security departmentsaddres$T
policy development and operational implementat®®webbtestified

Q. Did you make any IT security operational decisions?

A. Typically, the way the work was separatdmetween the
organizations, the égurity organization would define th@hatd
They had a security engineering function. The IT guys were
responsible fodeploying the technology that [Securitypnted into
the infrastructure, and then [Securitypuld be provided the ability
to configure the software, all the solution, the appliance, whatever it
might be, in accordance with their desires.

Q. So who ultinately made security decisions? When you, for example,
you were trying to decide how to patch a software vulnerability,
when, where, how to make that happen?

A. So, again, thévhaband thehowbwassegregatedSo from a policy
perspective, the policy a8 typically defined within the &urity
organization. The IT organization would have the opportunity to
review that and to ensure that the policy could be conformed with
and it made sense, given the infrastructure and the environment. And
then,again, itvaried by . . security prauct. But, typically . . the
IT organization would be responsible for ensuring that, in the case,
for example, of a patch, that thatphwas appliedBecause the
Security organization could not effect changes to the infretstre
directly. They could operate software, but they could not install the
software and they could not change the infrastructure.

397 Alex Hickey,| BM6s Br yson KoehdTeClOBeedJanmass20By ui f a x
https://www.ciodive.com/news/ibrisrysonkoehlerbecomesequifaxcto/525741/
3% \Webb Transcribed Interview at 14.
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So there was a joint responsibility. One for policy and then one for
implementation. Security was then responsible for emgthat the
work was completed properly.

Q. So you would implement at the direction of {RSO]?

T h & tofrecg®

1. WNOEAABE O 0AOMEwcessAT ACAT AT O

The disconnect between policy development and execution was especially pronounced
withrespect o Equi faxbés Patch Manageomegamnd Pol i cy. Th
responsibilitiesandestablishedjuidelines for the patching procedsThe policy designateavb
Equifax enployees to lead implementatidhe policy manager arttie senior leadership team
owner.Webb stated the responsibility of the policy manager wésrsurethatall of the work
we neededto dowastracked,nd t he senior | eadership team ow
the organization conformed to the pglic¢®o

The 2016version of thePatch Management Policy was in effect wherCERT
distributed the March 8, 2017 Apache Stnuifnerabilityalert©2 Under the 2016 version, David
Webb was the senior leadership team owner and Susan Mauldin was the polggrfian

The 2016 Patch Management Polidgntifiedthe roles and responsibilities for various
individuals in regards to applying a patch in an environment within their portdaaf-igure
12).44Under the policy, théusiness ownas informed of the need to patch and is responsible
for approving downtime so the patch can be applied.syem owneis responsible for
applying the patch and tlapplication owners then responsible for ensuring the patch is applied
properly#es According totestimony provided to the Committee, while roles and respongbiliti
were defined in the poligyhere were nofficial designees for these roles

399 Webb Transcribed Interview at 15.

400 EQUIFAX, PATCH MANAGEMENT PoLICY 1 (2016)(on file with Committee, EFXCRG-SSTOGR000039136
EFXCONGSSTOGR000039146hereinafter 2016 Patch Management Pglicy

401\Webb Transcribed Interview at 249.

4022016 Patch Management Policy at 1.

403 |d

4041d. at 6.
405 4.
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(Security becomes aware of need to patch a known vulnerability.

wSecurity sends an email to the GTVM listserv, informing
personnel responsible for IT assets of the need to patch this
vulnerability and the timeframe for patching. Personnel
responsible for an IT asset include the Business Owner, System

Owner, and Application Owner.
\wCriticaI vulnerabilites must be patched within 48 hours.
s
System and Application Owners are required to keep atougate

software inventory, including source and version number, for the IT
assets each are responsible for.

wlf a patch alert from GTVM affects a software version in use on
their assigned IT asset, then the System and Application Owners
know to inform the Business Owner of the need to patch.

The Scheduler receives patching requests from System and
Application Owners. The Scheduler notifies appropriate parties of
the confirmed date the patch will be applied.

wThe Business Owner approves production downtime to install the
patch

The System Owner ensures the patch is applied within the \/
timeframe designated by GTVM.
wFollowing the installation of a critical patch, Security is required

to rescan the external and internal environments within 48 hours
to confirm no unpatched vulnerabilities are still present.

Figure 12 Critical Vulnerability Patching Process und&016 Patch Management Poltéy

a. Patching Process Failed Following March 9, 2017 Apache Struts Alert

The Scurity and IT teams were made aware of the need to patch Apache Struts within
the Equifax systems through eamailalert distributed by the Global Threat and Vulnerability
Management (GTVM)eam*” Each patch is given a criticality classification by venders.,
low, moderate, high, or criticalyo users are awarelwdw quicklythe patch should be
applied*® According to Susan Mauldijnhe Scurityteamc oul d al t er t hen,vendor
but normally Equifaxadopted he vendor 6 cl assification.

The Apache Struts patch was classified as a critical pdtdm d er Equi f axds po
Apache Struts patch shoul d hav eddsanmationop pl i ed
March 9,20174*Equifax did not patch this particular vulnerabiltythin 48 hours. Tie Apache

4062016 Patch Management Policy a2

407 Email from GTVM, Equifax, to GTWI Alerts, Equifax (Mar. 9, 2017, 9:31:48 AMon file with Committee,
EFXCONGSSTOGR000000050 EFXCONGSSTOGR000000060).

408 Mauldin Transcribed Interview at 38

409 Id.

410 Email from U.S. Computer Emergency Readiness Tea@Tt¥M, Equifax (Mar. 8, 2017, 7:31:16 PM) (on file
with Committee, EFXCON&STOGR000000060).

4112016Patch Management Poliay 5.
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Strutssoftwarerunning on the ACIS system was not patched aingitovery of the breadh late
July 20172 Equifax officialsconfirmedthe source of the initial intrusiowasthe exploitatiorof
this Apache Struts vulnerability?

To determine who was responsible for applying the Apache Struts patch to the ACIS
system, the Committesesked Payn® identify employees by the roles listed within the Patch
Management Policy. Specificallihe Committeeaskedhim to identify the business owner,
system owner, and application owner responsible for the ACIS syBtmetestified:

Q. So the applicatiomwner for ACIS would have been who or what
organization?

A. Sol  d believe there was any explicit designation of application
owners If you ask me who | think the application owner would be,
| can probably answer that.

That would be good.

So | believea in my view, the application owner for ACiSfor the
online dispute portal component because that was a compionent
was [Equifax IT Employee 1]and probably alsdEquifax IT
Employee 2] S o a g & betieve there veren any specific
desgnations, so these would bdaf someone asked me, "Who do

you think they would be?" that would probably be the two people |
would look at¥#

* % %

Q. So would they have been the people that should have received the
GTVM email saying you need to patch?

Yes, as well as the system owner.
Okay.Who $the system owner?
Soagai n, t hostaesigmtedddleaniwer en o

Tell me who you think?

> 0o » 0 »

My guess would be that the system owner would be someone in the
infrastructure group probably und§Equifax IT Employee 3]

412 payne Transcribed Interview at-13.

“BBriefing by Mandiant, to H. Comm. on Spae &Teghht & Govo
Staff (Aug. 17, 2018).

414payne Transcribed Interview 22.

65



sinceé as part of the global platform services group, his team ran
the sort of the server operatiofs.

* % %

If you look at he dédinition . . . it says:System owner is responsible
for applying patch to electronic assets.

So would it be the case thiEquifax IT Employee 3jvould have
been the one responsible for actually applying the patch to ACIS?

Possibly.Again, wearet al ki ng at a | evel that

so Ittak aspeci f i whaactually mdpbysitakaccess
to that system to be able to install the patth.

Payne said he did not have a specific role or responsibility to patch the Aty a senior
executive, statinpe was a fAmanager of managers

|l ai d

Each witnessvas askedf redundancies existdd ensure the correct individuals received
the GTVM alert to patcha specific vulnerabilityMauldin and Webb both testified there were no
redundancies within the patching process to ensure the proper individuals were notified of the

out #n the policy. o

need to patck Mauldin testified:

Q.

In terms of the patching policy, | understandéwas thi§GTVM]

email that went out. Was there any kind of redundancy or falipw
that would have kind of pinged the person responsible to take action
that you know of?

Not that | recall.

| M trying to understand if thgGTVM] email was theonly alert
that the owners of the system would have gotten.

So . . .are you asking if theegurity team would repeat the alert?
To your knowledge, based on the process, was there any type of
repeat about the initial alert thatent out?Maybe it was 8curity;

maybe it was IT.

Well, 1 do know that what | was told by the leader of the [GTVM]
team for that March 16th meeting, that the PowerPoint presentation

415 payne Transcribed Interview at 23.

416 Id

4171d. at 108.

418 Mauldin Transcribed Interview at 48ee alsdNebb Transcribed Interview at 2.
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that they used for that meeting had a dpegiage . . .that
highlightedthe particular [Apache Strutsjulnerability againand
again stated . .i f rg osingthat version dipache Struts, you
must patchAnd he also conveyed that they had a discussion about
it on thatfMarch 16 GTVM conferencedall #*°

Webb testified:

Q. Were you aware of any other way to get the word out to Equifax,
application owners, et cetera, besides this email to 400 individuals?

A. No.420

Paynetestifiedthe Patch Management Policy requitkd system owner and application
owner to subscribe teulnerability distribution bulletinfrom external sources, such as-US
CERT or a software vendét These distribution bulletinsould notify the system owner and
application owner of available patch&sAs Payne stated, the lack of an official designafam
system owner and application owner meant there was no mechanism for ensuring either person
followed this subscription requiremetfit.

The | ack of accountability and compliance
process was a significant facleadingto the 2017 data breadW.ebb confirmed the Patch
Management @licy did not work in this case. He testified:

Q. [lfnyouropni on, disdatch Nlanageénzerbty work in
this case?

A. | db[have] to say no.
Q. Why do you think thais?

[W]hen I think about issues in technology, | think about it from a
people process and a technology perspective.

| think that thke process was in place. d thimkbthat the people
necessaly conformed to the procedure&nd I think there was . . .
potentially a failure in technolog¥

419 Mauldin Transcribed Interview at 43.
420\Webb Transcribed Interview at 2¢.
4212016 Patch Management Policy at 5.
422 payne Transcribed Interview at 24.
423 |d

424\Webb Transcribed Interview at 28.

67



b. Equifax Was Aware of Issues with the Patching Process

Equifax leaderdiadnotice of themany issues related to the patching process prior to the
Apache Struts patching failurin 2015 Equifax conducted an audit of its patch management
process. This audit fourednumber of significardeficiencies within the patching process at

Equifax#® The audit had eight detailed findings and corresponding recommendeadenaant
actiors for each fiming (seeFigurel3):

425 EQUIFAX, PATCH MANAGEMENT AUDIT 3 (2015)(on file with Committee, EFXCONGSTOGR000122040
EFXCONGSSTOGR000122056hgreinafter 2015 Patch Management Aldit
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Equifax 2015 Patch Management Audit Findiff§s

2015 Audit Findings Management Recommendations Complete By
Vulnerabilities were not remediated in| Implement automated patching tools |12/31/2016
timely manner. and retire legacy systems gaickly as
possible.
Equifax lacked adequate asset Improve IT asset management control| 6/30/2017
management procedures. A to ensurea current and accurate
comprehensive IT asset inventory, inventory of all IT assets is available.
accurate network documentation, or a
global view of IT infrastructure did not
exist.
Systems were not patched in a timely|Implement and enforce a proactive 12/31/2016

manner. Most patches were applied
reactively, after GTVM sent out an ale
to patch, instead of proactively.

patching process.

Vulnerabilities were not adequately
tracked, prioritized, and monitored to
SyadaNSE GAYSte& NBY
aeaiasSye ¢l a dzaSR
installed. No controls in place, such as
patching exception trackerptescalate
critical vulnerabilities not remediated i
a timely manner.

Create a centralized patch and except
process to assess, prioritize, and mon|
all vulnerabilities that do not comply
with Equifax policy.

Longterm
solution target
2017

Newsystems, and changes to existing
systems, were not required to be
scanned for security risks prior to
deployment.

Modify change management procedur
to require vulnerability scanning of
assets prior to deployment.

12/31/2015

Server hardening standarti®d not
been developed for Windows systems

Document and publish Windows serve
hardening standards.

3/31/2016

Patches were inadequately and Test all patches prior to deployment. |6/30/2016
inconsistently tested prior to

deployment.

Patch Managementdicy did not Review all IT assets and classify risk; | 12/31/2015

consider the criticality of an IT asset
when determining the time frame for

patch installation.

enhance the Patch Management Polic
to include more stringent patching

requirements for high risk systems.

Figure 13: Equifax 2015 Patch Management Audit Findings

Equifax did not remediate marof the issues identified in the 2015 audit ptimthe

2017 breachi-or example,ite company had not implemented automated patching tools to

4262015 Patch Management Audit a84
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establisiredundancies ithe patching process, which colildve alerted the company to the
vulnerablesoftware on the ACIS system.

The 2015 audit identified asset management controls as an area in need of improvement.
In order to effectively implement a patchipgpcess, an entity must have a comprehensive
inventory of IT assets. If an orgaation does not know what o its networksit will not know
where patching is needefis of July 2017, the company did not have a comprehensive and up
to-date inventory oits IT assets or the software operating on its syst&rguifax employees
had previouslydentified Apache 3uts on the ACIS applicatiotiuring the remediation of
anotherApache Strutsulnerability in January 2017.HE company failed to document anaick
this information, and was surprised to discover the presence of Apache Struts within this
environment in July 20178

2. %N O E A£Arfflida@ Management Process

Another example of disconnect betwgmlicy development and implementaticeiates
toEquifxck 6s certificate management process. The cc
process for updating SSiertificates. Security employees discussing the plan for uploading the
Apache Struts signature rutgo the intrusion prevention systemted a boader problem with
updating SSlcertificates. Specificallyone employesaidEquifax needed t{l) define who
ownsSSlecer t i fi cat e hHaodg2)ceecateand validadeSSlicentificate update
proces.*?°

Equifaxknewof the potential securitysks posed bgxpired SSL certificates. An
internal vulnerability assess merBSLVdaviecessder ent
missing certificates, limiting visibility to web based attacks on [intrusion prevention sys@m]
At the time of the breachpwever Equifaxhadallowedat least 324 of its SSL certificates to
expire®t Seventynine of the expired certificates were for devices monitoring highly business
critical domains®? Had Equifax implementedaertificate managemeptocess withdefined
roles and responsibilities, the SSL certificate on the device monitoring the ACIS platform would
have been active when the intrusion began on May 13, Zb&tompany would have been able
to seethe suspicious traffic to and from tA€IS platformmuch earlieii potentially mitigating
or preventing the data breach.

*kk

Equifax knewits patch managemeand certificate managemegntocesses weredeficient
and action was needed to make the praseftective.The Apache Struts patching failure

427payne Transcribed Interview at-28.

428 CTC Project Sierra at 8.

429 Email from Justin Borland, Senior Security Analyst, Equifax, to Francis Finlieg, Rresident Cyber
Intelligence, Equifax (Mar. 13, 2017, 1:33:15 PM) (on file with Committee, EFXCEHS$GEOGR000000547).

430 Equifax, Weekly Cyber Briefing Week 26 (June 30, 2017) (on file with Committee, EFXCONG
SSTOGRO000122516FXCONGSSTOGR000122549).

431 Equifax, Master List of Expired Certificates (current on July 29, 2017) (on file with Committee, EFXCONG

SSTOGR000029241).
43219
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illustrates the disconnect between policy development and operational execution. The Patch
Management Policy included defined roles for personnebresiple for patching activitg but

Equifax failed to designate empless to fill these roles? Equifax knew the patching process
operated on Athe honor system,0 yet failed to
compliance?*

If Equifax had implemented and consistently executed an effective patch management
policy, the2017 data breacould have beepreventableWebbagreed with this conclusion.
Hetestified

Q. So would you agree that if Equifax had effectively patched the
system within the 48 hours, this potentially would have been a
preventable incident?

A. Yes4s

C. Equifax Ran Business Critical Systems on Legacy IT with Documented
Security Risks

Equifax facedncreased securitysks due in part to its compléggacy IT environment.
Legacy technology is both a security isamel a hindrance to innovation, aegacy systemare
toughto secure because they are often extremely difficult to patch, monitorg@deF®
Equifaxrana number of its business critical systems on legacy infrastryateheding the
ACIS system compromised by attackers during the 2017 data breach

1. WNOEAABE O #1 | b Areatéd Highlp Gomplex (Tlinfrastructure

Richard Smitrembarked on an ambitious growth strategy whebhduame CEGn
2005%’Smi t h utilized acquisitions as the primary
value

Payneestified tothec o mp |l exi ty of the compafiHesdasl t ec hnc
Equifax had grown significantly over the last ten years with a number of acquisitions and
integrationsaddingto the complexity of the technology situatjomaking the application of
security methodologies and tools even more challengiigyne stated

[T]he conpany had been very acquisitivéyou look at the growth of the
company certaly since | was there . .it grew significantly over the
10years or the years, but even beforestarted, it was a growth spurt.

433 payne Transcribed Interview at-23.

434 See infra Chapter 5, subsection B.2.b., 2015 Patch Management Audit Chart at Finding
435\Webb Transcribed Interview at 70.

436 payne Transcribed Interview at 32,-82.

437 See infra Chapter 1, subsection B.2.

438 payne Transcribed Interview at 153.

439|d. at 152.
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There was a huge amount of acquisitialist of integrdaions going on. So

just kind of . . bringing those new systems in and getting them under some

sort of mangement structure is . management, not leadership, but getting
consistencyinte way t hat admanagediaiawhieallah nol ogyo
the same time building platforms for growth andnd&rdization for the

f ut usaebigtask® 6

Equifax had custorbuilt a number of its IT systemB.a y n e s dreatheg lulilt a |6t H
of systemsAnd so when you build the systems, it addsencomplexityAn d y otgooata n 6
and buy a dispute and disclosure systgou have to build it, right3o that just adds all of that
adds complexityy

2. Composition of the Legacy ACIS Environment

One of thecustombuilt legacy IT systems used by Ed@ax from the 1970s¢hrough 2017
contained the ACIS environmeuin internefacing busiess system individuals usedispute
incorrect information found within their credit fit¢ During the 2017 breach, Graeme Payne
was responsible for managing the A@iSsironment for I Payne testified:

ACIS was the dispute and dissure system that was built in . the late

1970s to address the requirements of[tedr Credit Reporting Act]And

under that legislation, credit bureaus are required and dataHarsiare

required to have a process in place to both disclose information to

consumers, butalgoo manage di spuadededs dn lesesumer sob

And so we needed a systentkdhen to manage that procedad so way
before | even started &guifax the gstem was builtWhen | moved into
this position in 2014ye were still running thdACIS] system that had been
built way back thery

Oneconcern for Equifaxds continued use of |
dwindling number of employees tiiknowledge of how to operate and maintainabmg
system. Accordingtayne, the company was Al ucky that we
the [ ACI S] s“Hetestiiedon st aff . o

A. [W]e had a risk of an aging workforce that support¢a@S] that
coudpotet i al I 'y wal k dhavealotbfkrbwlelge and wed
go at the same time.

440|d. at 153.

4411d. at 15354.

4421d. at 1920; see alsdMauldin Transcribednterview at 21.
443 payne Transcribed Interview at 22.

4441d. at 1920.

4451d. at 31.
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Q. The original developers were still orafit How . . .many people
are we talking about?

A. A couple of people®

The ACIS system was extremalgmplex and had been modified many tirffégVhen
asked to explaithe ACISenvironmentomponentsPayne testified

[ W hen we talk about a system obviously t
applications, database, middlewared @perating system and netwark.

. In addition, just to add more complexity, ACIS had many different

components as well. So there was a stack and there was many components,

so it was vide and deep in different ways.

Both the hardware and operating sysgmportinghe ACIS platbrm were older, legacy
technology®*We bb descri bed | e gnaionmertttbat iiae aginghang..as A an
t hat was schedul ed t*9ThdACISramlicationaveds haused an sérvers u r e
i n Equifaxods Al pharaehyte novBefuoat gpmpany $unt a cent er
Microsystemswhich Equifax referred tmternallyas thefiSun servers:s

The Sun servers run the Solaris operating systénch isa mixed ogn-source
operating systerdeveloped by Sun MicrosysterfisThis means the operating system ran a
custom combination of proprietary (closed source) and open ssafteere Apache Struts is an
opensource web application framewotfk Specifically,Apache Strutss middleware, which ia
software that runs betweamn operating system and an application, and allows the appli¢ca
successfully run on theperating systert

AccordingtoWwe b b, WA Apache Struts is wused in a nu
where [Equifax was] running applications on the Sun seneet pf 0 *° ifestestiied:

Q. How widely was the Apache Struts software used within the Equifax
organization?

A. It was limited to the Sunesver environment, and there wéreve
were down td you have to realize that we were running thousands
of serversand we were down to less than 200 seraetbat point

446 payne Transcribed Interview at-32.

4471d. at 21.

448 Id.

4491d. at 15, 1921.

40\Webb Transcribed Interview at 16.

41d. Oracle acquired Sun Microsystems in 2036e als@trategic Acquisitions: Oracle and Sun Microsystems
ORACLE, https://lwww.oracle.com/sun/index.htiffést visited Oct. 4, 2018).

452 payne Transcribed Interview at 21.

453Webb Transcribed Interview at 16.

454 Middlewarg TECHOPEDIA https://www.techopedia.com/fieition/450/middlewarglast visited Oct. 16, 2018).
455Webb Transcribed Interview at 16.
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intime.So Sunse r v e r € specifically &®lhyéu how many were
running different versions of Stsitbecause there were many
different versions of Struts.

Where were the Suressers primaty located?

These servers were located in our data center in Alpharetta, Georgia.

Do you recall how many servers there are?

> 0 » O

| & léss thar?00 in total, in terms of Suresr ver s, iblut I donodt
c atrtell you how many were running Struts,roore specifically,

how many were running the specific Struts version where the

vulnerability occurred®®

3. Equifax Did Not Know What Software Was Used Within Its Legacy
Environments

AsWebbds testimony shows, Equifax did not h

software used within the ACIS applicatidhh e companyds | ack of knowl e
used within its legacy IT environment was a key factor leading to the 2017 data breach
Equi faxds Patch Management Policy relied on i

all software unning on a certain applicatiom order to manually initiate the patching process.
Therefore, the lack of visibility regarding Apache Struts ugherEquifax environment greatly
increased the likelihood an unpatched vulnerability could go unnoticed.

Payne, who had ultimate responsibility for
t he breach was announced,runhingwhpashe Bttutsiethee n awar e
parti cul ar % deatestified menbeoametaware Apache Struts was running on the ACIS
platform on AJuly 30th, when Susan Maul din ca
syst em s#Whenadkedihow widy Equifax used Apache Struts softwalkéauldin
statedil dond@dt know. 0O

Witnesses provided conflicting teeony about whether Equifakept a complete
inventory of Apache Struts software use withind ¢ o0 mp a n yMasldinsvgssot e ms .
confident aboutvhether a single registry tracking Apache Struts use wakbleto all
employees. Sheeferenced the possibilityf multiple inventory listssayingthe Security and IT
teams kept separate liskdauldin testified:

Q. Did Equifax have an inventory ahis type of software? Wad it
have been pssoftvareirventerg2ui f a x 6

456 \Webb Transcribed Interview at 116 .
457 payne Transcribed Interview at 12.
4581d. at 13.

459 Mauldin Transcribed Interview at 30.
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A. [1] think that there were various inventorgts around, and | know
that in Scurity, we had our own list . . .we had a list that we
wo r k e dn notrsure whai IT fth

Q. Did you have different lists?

| think that there were multiple lists around that people worked
from 460

Payne discussed an ongoing initiative to develop a comprehensive inventory of IT
systems, including all components found within the teldgystack for each systetfiHe
statedii nvent orbiuets tehxeiys tweedr,e 0dRegacdiogmpether Baeifavs i v e .
placed an appropriate amount of attention on asset manag&agmgestified

Sol can comment on the 2011 to 2014 period, so ehiead responsibility
forit. 1 think . . .there was investment going on because we had people and
we had processes.

But t heywewmeeded mény view, we needed to do more and we
had requested some additionaln ve st ment do meget, e, but we
initially atgefseraeyofthoseaequkstsdfunded.

Over time we did start to invest more in IT asset management and discovery,
but it was, a | say, it was a complex ardaventories existed, but they
wer enot compr e hdrn&adntaire all dhe datatthateypu d i
would like to have in terms of all the attributes of all the systems that are
running

And it was particularly hard in these older systems, right, because you can
T in a more modern system you have got agentssaadners that can
actually gather that information because that sorttbke software is more

T is known and some software can tagged and all sorts of things.

If you are talking about custom built applications like ACIS, it is hard for

those tools toen identify all he components of those systeris. that
makes ifi that just adds another level of complexity.

4. Security Concerns Specific to the ACIS Legacy Environment

TheACIS dispute systensiused by millions of consumerschallenge potentially
incorrect information found within thekquifax credit reportinformation which could result in
anindividual being denied a loaor receiving a higher interest rate. Equitaew about the

460 Mauldin Transcribed Interview at 381.
461 payne Transcribed Interview at 26.

462|d. at 2728.
46319
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